Directions for completing “security information” declaration
The problem
Under Minnesota law, data held by a government entity are presumed to be public.  Minn. Stat. §13.03, subd. 1.  The password provided to identity theft victims as part of the FBI’s Identity Theft File program is public data under this presumption.
The solution
The responsible authority for a government entity can declare certain data to be “security information” as that term is defined in §13.37.  If applied in this case, this declaration will result in the password being classified as private data on individuals and therefore not accessible to the public.
The “responsible authority” is an employee who has the role within a particular government entity.  By law, the county sheriff is the responsible authority for that office.  For police departments, the responsible authority is the city employee designated by the city council to serve in this role.  Usually, that city employee is the city administrator or city clerk.
To implement the attached security information declaration, you will need to insert the name of your organization and the name of the responsible authority.  Once the responsible authority has signed the declaration, keep it in a safe place.

Also, once the security information declaration is signed, any documents containing the identity theft victim’s password will need to have the password redacted or removed before the document is released.  This redaction will be in addition to other redactions that are based on other provisions of law such as redacting the victim’s Social Security number that is protected by Minn. Stat. § 13.355.
Determination of Classification of Data at __________________________
[name of law enforcement agency]

The _______________________________ is entering victim data in the Federal 
       [name of law enforcement agency]

Bureau of Investigation’s (FBI’s) Identity Theft File.  One of the data elements entered into the Identity Theft File is a password the victim can use to identify him/herself to law enforcement.

Under Minnesota law, data held by government are presumed to be accessible to the public.  Minn. Stat. § 13.03, subd. 1.  The purpose of the password is to help a victim of identity theft prove that they are not the perpetrator who stole the identity.  This password will serve its intended purpose only if it is not accessible to the general public.

Minn. Stat. § 13.37 permits the responsible authority for a government entity to designate certain data as “security information” if the disclosure of those data would “. . . substantially jeopardize the security of information, possessions, individuals or property against theft, tampering, improper use, attempted escape, illegal disclosure, trespass, or physical injury.”  If the victim’s password is not protected by this determination, it will be accessible to the public and will further jeopardize the security of the victim.
Therefore, as the __________________’s responsible authority under the 
                               [name of government entity]

Minnesota Government Data Practices Act, Minnesota Statutes, Chapter 13, I have determined that the password received by an identity theft victim as part of using the FBI’s Identity Theft File is “security information” as defined in Minn. Stat. § 13.37, subd. 1(a).

____________________________________________________________

By:  [name of responsible authority]


Date

