NOTICE ABOUT PROVIDING YOUR SOCIAL SECURITY NUMBER
_____________________________________________

(Name of agency)
The federal Privacy Act of 1974 (5 U.S.C. § 552 a) requires local, state, and federal agencies to inform individuals whether sharing that individual’s Social Security number is mandatory or voluntary, the basis of authority for requesting the information, and the uses which will be made of it. 
Disclosure of your Social Security number is voluntary; it is being requested pursuant to 28 U.S.C. § 534 (Acquisition, Preservation, and Exchange of Identification Records and Information) for the purposes explained below.
The _____________________________________ is asking you to provide us with private data, your Social Security number.  This agency will forward that number to the Federal Bureau of Investigation (FBI) as part of the criminal investigation for the crime of identity theft, which you state has occurred.  Your private information will be added to the FBI’s National Crime Information Center (NCIC) Identity Theft File. You will create or help a law enforcement officer a unique password that will enable you to verify your identity with law enforcement.
You do not have to supply your Social Security number and may legally refuse to give it.  The Social Security number will be used to identify you in the NCIC system. Consequently, failure to provide the Social Security number may reduce law enforcement’s ability to verify your identity or to investigate the crime.
Your personal information, including your Social Security number, will be available to law enforcement and other agencies that investigate financial crimes and have access to the FBI’s National Crime Information Center (NCIC) files.  These agencies include police departments and sheriff offices in all states.  Additionally, the FBI and other federal agencies will have access to your information for the purpose of investigating identity fraud and other violations.  
Your Social Security number will also be available to the Minnesota Bureau of Criminal Apprehension and NCIC employees or contractors whose job duties require that they access the data.  The Social Security number may be shared as required by court order or sent to the state auditor or the legislative auditor for auditing purposes.  The FBI also has auditing requirements and those responsible for that will have access to your private data.

By signing this notice, I affirm that I have read this notice and that I understand that I may refuse to give my Social Security number to this agency.  I understand that this agency will submit my Social Security number, along with other personal information, to the FBI’s National Crime Information Center Identity Theft File, where it will be able to be accessed and used by local, state and federal law enforcement agencies for the purpose of investigating identity theft and other crimes.  I understand that I will leave with a unique password that I may use in the future to verify my identity.
_________________________________________            ____________________________

            SIGNATURE                                                                DATE                                     

