
January 24, 2022



What information does the FBI consider to be CJI?

FBI Criminal Justice Information is the term used to refer to all of the 

FBI CJIS provided data necessary for law enforcement and civil agencies 

to perform their missions including, but not limited to biometric, identity history, 

biographic, property, and case/incident history data.

– Interstate Identification Index (III)

– National Crime Information Center (NCIC)
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FBI CJIS Security Policy 
https://www.fbi.gov/file-repository/cjis_security_policy_v5-9_20200601.pdf/view

Security requirements for data from FBI CJIS systems. Minimum security 

requirements.

BCA CJDN Security Policy https://dps.mn.gov/divisions/bca/bca-

divisions/mnjis/Documents/MNJIS-5002-CJDN-Network-Security-Policy.pdf

Security requirements for CJDN and BCA systems. Clarification of areas of FBI 

CJIS Security Policy.
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Data in FBI CJIS Systems

Restricted vs. Non-restricted 
NCIC files

• Difference is the governing law

• Restricted – Title 28 Part 20 CFR

• Non-restricted – Any purpose 
consistent with agency’s 
responsibilities

• Check with County/City Attorney



Data in FBI CJIS Systems

Missing person, wanted person, 
sex offender files

• FBI requirement applies only to 
data from FBI CJIS systems

• Chapter 13 governs data for law 
enforcement agencies

• Check with County/City Attorney



Short-term solutions to meet encryption requirement
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Short-term solutions to meet encryption requirement

• Not solutions but questions

• If FBI CJIS data needs to be shared, are there alternate ways to 
share the data?

– Could it be sent to MDT in squad?

– Could it be shared over cell phone?

– Other?
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Questions?

651-793-2502  bca.iso@state.mn.us




