Division of Emergenoy Communication Networks
Research on Logger Recorders

Thomas M. J ohmson

In January 2010 [ was asked to research backpround information on Logger/Recorders for the
Minnesota State Sheriffs Association PSAP Commitice. The inlormation is needed in order to,
find out whdl allernalives are available for those PSAPS upgradm{, 1 their dispatch consoeles.

I started my rescarch by finding out thlt vendors sold this eqmpment here in Minnesota. | came
up with a list of four vendors:

Verint - Over -the—au ATl 5trcam — Northland Business Systcms — Mary Eweﬂ 952- 8‘)4 4204

C ybortooh Over-the air — Loffler Companies — Jennifer Andorson — 052- 285-2168

Equature911 (DSS Corporation) — Over-the air - MACTEK Systems — Stu MacGibbon
| 952-431-5822

NICE - Dirced Inlorl'aoo — NICE/Motorola - Chris Lentr, - 612-554-6060

I asked each of the vendors above to send me a list of frequently asked qoestions reference their

. logger/recorder product. [ advised them that I was putting this information together for the

Minnesdota State Sheriffs Association to be presented to the PSAP Committee in order to assist

themn in making a business decision on which logger/recorder device will work best for them and |

their department.

The information collected from cach vondor is attached to this cover sheet for your review. T
advised the vendors that I would get back to them if it was decided by the PSAP C'ommllloo that
a face to face presontatlon was requested. :

It should be noted that a workshop on ]ogger/reoorders will take place as part ol Mirmosota’s [irst

Interoperability Conferenceto be held April 28-30, 2010 in 8t Cloud, Minncsota, More -
information on this conference will he available in the near futurc. '




Johnson, Tom M

From: Mary lzwers [Mewers@riorthlandsys.com]

Sant: Monday, February 22, 2010 2:46 PM
To: Tom_M.Johnson@state.mn.us

Ce: ‘ Scott Wosje

Subject: S Audiolog QA

Tam,

| have put together some questions and answers that you asked for regarding the Audiolog Voice Recorder by Verint.
5 this whal you are locking for? Do you have other questions that you want answered? :

Mary

Mairy Ewers

Northland Business Systetns .
1606 E. Cliff Road
Burnsville, MN 55337

- 952-428-7211 - Divcet line

1. Whols Verint?

Verint is the largest manufacturer of Voice Recording eql.upment in the world. Vérint has over 8,000

installations of the Audiolog in Public Safety
Dispatch centers and Is on the board of APCO/NENA as participant in the development of the prt Gen 911

technology

2. Whoisly g[;mang Business Systems

Northland Business Systems if a full service solutions prowder and has been in busmess since 1986. Northland is

located in Burnsville, MN and
Has been Servicing Voice Recording customers in hoth M and Wl for 10 years WWW, northlandsys.com

3. What features does Audiolog offer?
Audinlog offers the following feature sets for Public Safety Dlspatch Centers:
WEB browser playback
Incident reconstruction Includmg Taiking Time and Date e Stamp — Call searches made easy through Apphcatmn

Event Triggers that tag calls with
Key information such as CAD incident 1D or call takcr fame,

Qua'lt! Evaluation Software for grading call taker calls
Screen Recording :
ANI/ALIl infarmation for searchmg calls
Reference Field and Notes fields for adding documentation to the call record.

Work Force Management Software
Speech Analytics for Public Safety

Elearning and Coaching — delivered to agents desktop ,
Performance Scorecards —Empower call takers and dispatchers to view personal performance in r\elation (]

- agency goals.
Citizen Surveys




4, |am going onto the ARME : Wil Audiolog be able to record those calls?
Verint and Northland Business were approved by the State Radio Board to install a Trunked Logging Recorder
At both Zones 1 and 2 on the ARMER Radio System in 2008. Those systems capture all of the Radio traffic at
The Zone Controller with Radio (D information, :

5. 1am going to buy the Motorola IMCC7500 IP Consoles and have been told that | have to buy a NICE recorder.
 Verint is working with Motorola to develop an IP interface so the Audialog will be able to capture the IP'

information directly from the MCC7500 console

6. La_u_l_c_q_uﬂmﬂg_mngmlls in Analog farmat as | do now?

Yes, you can record your calls in Analog format. You will need a channel for each Talkgroup you need to record,

7. . Can | share resources with other agencles?

Yes, multiple agencies can share a large recorder and have permissions to anly play back their own calls.

8. What solutions are available for recording Radio traffic?
Radic 1ra|’fu, Ldn be recorded hy Channel Talkgroup, Trunked Logglng Recorder and Over the Alr solutions.

Mary Ewers
Sales Manager.

- Northland Business Systems
1606 E. Cliff Road
Burnaville, MN 55337
952-804-4204 Ext. 211

)}

www.northlandsys.com




,,,,,,,,,

. Febn.iary 1, 2010

Frequenﬂy Asked Queshons for

T'he State of anesota

Prepared By:

Jennifer Anderson

3r. Soles Executive

" Voice Recording Solutions
952,285-21 68 - jennifera@offier.com

The contents of this document are considered prlvate and conﬂdentlal for the exctuswe use: Df
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Frequently Asked Questions

ler

1. Why should a Minneéota law enforcement agency chose to do business with Loffler Companies?

since 1986, we've worked hard to become Minnesota's most capable office technology provider. Today,
we have emerged into a Business Communication Company that offers a broad portfolio of technology,
services and solutions. As an independent company, we have the freedom to offer the world's best
technology solutions. But great products are just the start. Our sates and IT professmnals are here to
uffer high-quality support for all our products and services.

Our breadth of services and selutions allows Loffler to meet virtually all of our clients’ wide range of

husiness needs; Yoice Recording Solutions, Dictation Products, Video and Audio Recording for interview

- rgoms, Network Solutions’ (LAN/WAN), IP Telephony, IT Managed Services & Solutions, Software
Solutions & Professional Services, On-site Management Serwces (Facilities Management} and ovarall
office automation. .

We have mvested mgmﬁcantly in the best talent avallable to support your Yoice Recortling, IT and IP
Telephony projects and the services that go with them, These resources include: Loffler's project
management team to see your installation through to completion, full-time account specialists to help

* with your day-to-day needs, LofflerVision helpdesk offering to augment your ex'isung staff, and our
hghly tenured management team to compliment the entire solution,

Loffler is committed Lo service excellence. We have the largest staff and best-trained technicians in
the Twin Cities. Our technicians have 20 plus year's industry experience and with our client focused
systems; we are guaranteed to respond to our clients’ calls within hnurs

From the spoken word to the prmted page, all over one network Loffler is your one source for business
solutmns

How long has Loffler been selling call recording equipment?

a. Loffler Companies has been selling call recording equipment for 23 years. 1 persenally have been in the
recording industry for 13 years. We have extensive experiénce calling on law enforcement, Insurance
and call center markets throughout, the United States and Canada.

What brands of call recording products does Loffler Companies carry?

a. Today we carry NICE, CyberTech.and Wygant.

What brands of call recording products has Loffler Companies cafried in the past?

a. Raycall, TEAC and Dynamic Instrument.

Does Loffler have experience with other manufacturers not mentioned above’

‘a. Yes, we have experience with reel to reel loggers, Dictaphone's Guardian recorder, Dictaphone's
Freadom recorder and Envision’s Click to Coach recording product. We are also familiar with Witness
Call Center products, NICE cali center produéts and Verint /Mercom Call recording products.

Since Loffler represents NICE call recordmg products, does that mesan you carry the Motorola / NICE IP-
recorder? -

a. No, we don’t carry that product. Today that product is only sold through Mntomla here in the Umted
States. ‘

Why does Loffler carry three brands of call recording equipment?

a. Loffler Companies is a best of breed dealership. We have the ftexib!tity and breadth ‘of service to
choose the best brands of call recorders the marketplace has to offer, This gives our customers more
cholces to meet thelr business objectives, One size does not fit all in call recording.

__—_i LOF‘FLER \ State of Minnesot.a .——— i




5 What 1s the alﬂerence Betwean the sz EyBer’ecﬁ and Wygant recorders? '

a,.

c.

NICE is a public safety speciﬁc product set. NICE is #1 in the recording industry. Loffler carries the NICE
Mirra IV recorder which is a 48 channel web based praduct (great in small dispatch centers), the NICE

- Call Facus 1l which is also a 48 channel recorder, this {s not web based, and the NICELog recorder

software which is designed for NextGen 911 or the legacy Scenario Replay software for playback and
retrieval. At this time the NIGE Mirra IV is the only recorder in the tine up to accept analog, digital and
VolP an a limited basis.

CyberTech is a product that can be used 1n public saféty or call centers. CyberTec,h has been in the.
recording industry for over 20 years and is the most flexible and innavative recording platform I've ever
worked with. There are purpose built applications that are layered on top of the recording platform to

- maximize workflow and address your business objectives. Examples include: Incicent Replay; Instant

Recall, Evatuations and Screen Capture. Playback and retrieval is web based and has no licensing
restrictions. CyberTech can mix analog, digital and VelP into one recorder and if the customer prefers
a software only solution, CyberTech can do that too.

Wygant is a recorder designed specifically for call centers and not recommended in public safety
applications.

9. Have you heard about the state wide Motomla Radia 800 MHz project?

a.

Yes we have.

10. Can Loffleér make recommendations for capturing and recordmg 800 MHz radio?

8.

Yes we can - this will be addressed in another section,

O eSS T T
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Call Recording Environment Questions

1.

A -

Can call recording products record both phone and radio with one recorder?

a.

Yes, call recording products can and should be able to capture both phone and radm transmissions with one
recorder.

Do these channels have to be all analog; all digital or all VoiP to record?

a.

No they do not. In most cases you can mix digital phones and analog radio with one recorder. However, lf
you are recording VolP, in m05t cases, a separate recorder needs to be purchased to capture VolP in its
native format,

'

Can recorders mix analog, digitai and VolP in one recorder?

a.

Not all. Most recorders in today’s market place have the ability to only mix analog and dig'ltal channets in
one recorder, If VoIP 15 introduced, then a separate box for VoIP s needed. CyberTech, can mix analog,
digital and VoIP in ane recorder. Also the NICE Mirra IV can mix channels on a limited basis. These are both
included in Loffler's offerings.

Do all recording platforms have the capability to let the dispatcher mstuntty recall a radm or phone
transmission at their work station?

i,

They should. A dispatcher will have the ability to pull a call instantly from their position far |eplay The
~ dispatch manager should alse have the ability to set channel and time restrictfons on what can be accessed
and how far back a call can be replayed.

Do all recording platforms have the capability to pull radlo transmissions and phone calls into pne player to
recreate incidents for court purposes?

a.

They should. Being able to pull calls inte one player is critical to proving what actually occurred i in dispatch
during an emergency. Having separate players could put an agency at risk with the right atturney asking
guestions.

What sizes do call I'ECD('C'EI'S come in?

We can design a recorder with as few as 4 channels of recording and could grow it up ta 4,000 channels of
recording, Some systems have channel limitations based on the size of the hardware or system design. For
example, the NICE Mirra IV recorder and the NICE Call Focus Il have a channel capacity of 48 channels.

This was designed by NICE to compete financially in smalier channel configurations. The NICELdg recorder
has a 96 channel capacity. If a customer needs maore than 96 channals, multiple boxes can be linked
together to form a larger system, However, othet recorders like the CyberTech can be configured up to 480
channels In one box of by linKing a serles of boxes together to capture up to 4,000 channels, Number of
channels and capabilities vary by manufacturer., '

How many dispatch managers, administrators or [T staff can have access to the call recorder?

a.

That is solely dependent on the agency. Some agencies want to Keep the playback and retrieval functions
within dispatch or upper management, Some agencies will give access to more people like investigations
and county attarneys. Agencies can give service and administrative access to IT but restrict them from
being able to playback calls. It's up to the agency who and what they want to have accessed.

Another consideration is how the manufacturer charges for playback and retrieval licenses, Most
manufacturers will charge a license fee for sach playback license and with today's hudget restrictions that
could limit the number of licenses an agency purchases. To my knowledge, all manufacturers, with the
exception of CyberTech, charge additional mandes for playback, retrieval and admimstratwe licenses. ‘

Are recorders proprietary and hardware dependant?

d.

Most are. There are a few reasons for this.

(1} One, it's easter for a vendor to malntain the equipment if it 15 proprietary. We stock parts and supphes
50 if there is a failure we can respond accordingly. :

(2) Two, it eliminates finger pointing if sumething goes wrong with a recorder. If a customer supplies their
own hardware and the IT department is in charge of it, problems can occur, 1T can fuss around with a

product they are unfamitiar with and cause more problems than they fix. This could be a problem with

- a critical piece of equipment like recording,

(3) Thres, and the least popular reason for frroprietary equipment, the' manufacturer can plan equipment

 obsolescence. Proprietary recorders will be NICE, Wvgant Verint / Mercom, Higher Ground Event:de
and. Dynamic Instrument, just to name a few.
CyberTech does not fall inte this category. Customers can choose to pravide their own hardware 1f they
like. However, most choose to purchase turnkey recorders for the reasons mentmned above. There are
some benefits to providing your own hardware though, -
(1) The first is to keep your maintenance costs down, By prowdmg your own hardWare we only charge
support on the parts we pravide. .




(5 )y Another §s to keep your hardware current, With CyberTech we can pu" tRe recording boards out of one .
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recorder and place them into the latest hardware, This saves money for the agency because we are not

forklift upgrading equipment every 3- 5 years.

(a) Loffler is very choosy about who we racommend to provide Lhen’ own hardware. Most IT
departments do not want another server to lake care of or who have the capability to service the
hardware, But they do like the idea of having the latest greatest hardware. We will work with each
agency and make the proper recommendation based on our findings.

How are playback / retrieval and administration functions conducted?,

a. Most manufacturers will load client licenses on the workstations of your choosing. Some manufacturers
have web based applications avaitabte in lieu of client applications. Others have a combination of both web
~ based and client licenses to accommodate the customer site or specific needs. In either case, the dispatch
manager or supervisor can pull calls from their workstations. o

Can recordings be accessed via the network?

a. Yes, as lohg as network access is provided to the recorder and the work stalion has the appropriate

" software or access to the playback software, All manufacturers have the ability to manage catls via the
network. Proper user ID and password protection is recommended.

Are calls encrypted?

a. It depends. Manufacturers will claim calls are encrypted because their file format is proprietary and you
need their player to play the calls back, Some will encrypt the call on the recorder but convert it to a wave
file format on an external source: CyberTech will encrypt both the call on the recorder and the archiving
device. ‘

Why 1s call encryption important? .

a. Call encryption is important because you don’t want someone who is not authorized to access and
manipulate your calls.

How long can an agency archive their calls? Where do you recomimend an agency to archive their calls?

a. That depends. The state only requires agencies to have 30 days of audio available for playback and
retrigval, Most agencies go well beyond this. Some will keep calls indefinitely; others will keep calls as
little as 90 days.

b. Most recorders have ample space to archive several years of calls directly on the recorder.

However, it's in the asencies best interest to archive calls to some type of mecha, NAS, SAN or off site
lacation, in case there is a hard drive fallure.

¢. Some manufacturers still archive only. to DVD’s, others have a proprietary storage center, and then there
are others who have the ability to archive to a source of your choosing. Loffler Companies prefers NAS or

- SAN technology for long term archiving,

Can my dispatch manager a-mail or make copies of calls for prosecution?

a. Yes, they can do both. Some recorders have mare 'i'rep'i than others to accomplish this.

Can rall'; he transcribed?

a. Yes, most call recorders can convert calls 1nto a wave file format which can be lmported into a dictation /
transcription package. :

Can notes be added to call records?

a. In most cases yes. Some manufacturers have more robust notes, tags and marks than others. Some notes,

~ tags and marks become searchable criteria, others do not. It's manufacturer specific.

L




fe i L stions

1. There is much confusion regarding the 800 MHz radio project and recording those transm1sswns. Can you help
us make sense of this?
©oa. Yes,
2. The state has implemented a state Wlde racho project with Matorola, This new format 1s 800 MH: How can our
agencies capture this audio?
a. There are a couple differant ways an agency can capture the IP radlo signal frern Motorola,
i, If yaur agency is already using the Motorola Gold Elite radio system and are on version 5 or 6,
they can capture the 800 MHz frequency without the need to change out their radio censoles.
‘They can continue to capture the phone and radfo transmissions with the voice recorder they
- are using today, unless that equipment is ageing or needs to be replaced for some other
. reason. (It would be Motorola’s preference if you did upgrade the 'Gold Elite’s, albeit ‘
unnecessary. The Gold Elite's are not actively sold today, but they are still supported and they
have not been designated “end of life”. Once EQL has been ermuunred, yaur agency still has a
, minfmurm of 4 years of support left.)
i, if an agency has to upgrade thelr radio consoles to the new Motorota MC7500 IP consoles, then
there are a few ways 1o gral that signal.

1. The agency can purchase the Motorola / NICE IP recarder to capture the IP signals in its
native format. This recorder is ONLY sold through Motarola. It is very expensive and
does not take into consideration the phones 1n dispatch, leaving the agency to purchase
a second recorder for the phenes. This can cause problems in the following ways.

a. The agency is using two different recorders to capture phone and radio.

b, The agency has no way of creating a scenario with phone and radio for court
purposes with two different recorders,

-, €. The agency has to learn two recording platforms to do the job that one
recorder has done in the past,

. The agency has to pay mare in maintenance to maintain two pieces of
equipment.

e. ' Two pieces of equipment takes up more space.

2. If an agency decides to move forward with the IP recorder from Motorola, they now
need to consider a recorder for thelr phones, They have three choices here.

" a. They can stay with the existing recorder they have today and live with:the fact
that the two recorders do hot interface with one another. Some penple choose
to do this to save money but this is the least desirable solution.’ o

b. .They can purchase a NICE recorder to capture the phenes from either Motorola
or NICE Direct. This is the direction that Motorola would like for you to take.

i First, it keeps all competition out of the sales process and allows them
to charge accordmgly, which ends up being very expensive for the
agency.

il. %econd, it is the path ef least resistance and an easy, yet expernsive,
solution because the whole transaction is done through Motorola,

c. Lastly, the agency can purchase NICE recorders from Loffler. '

1. Qur prices are lower for the same product and we service your
equipment locally, not nationally like NICE Direct or Motorola.

d. Whichever cholce the agency makes for purchasing a NICE recorder for phones,
the agency will have to pay Motorola an engineering fee to get through the IP
firewatl so that the two recorders can talk to each other and pull <alls and

- radio into one common software platform. The estimates for this have been as
high as $25,000, This is in addition to the cost of the IP Metorola recorder and
the second recorder for the phones.

3. Anether option to capture the Motorata MC7500 Console IP signal is to cenVert the IP
signal to an analog signal. On the back of the Motorota console, there [saportto "
convert that IP signal to an analog signal. By doing this, an agency can capture the
radio signal the same way they do today and they can record radio and phone using any
voice recorder they tke. .

4. The third way an agency that purchases Lhe Motorola MCT500 radio consoles can
capture the IP signal is an over the air set 'up. This 1s more creative but can be done.

P S —



‘ 5 If the P s\'gna[ ™ cenverted to an analog signal, what EmE of infarmatmn wut Ee =n tl:e caﬂ recora for search

and replay?

a. [ate, Time, Stark time, End t1me Duratlen Call Type (fire, ambulance etc. ). This is the very same
infarmation that is collected today.
4. What information will IP radio give the agencies that analog will not?
a. P radio will give you Call IR, 1D of call ariginator, Site ID and Zone Ip.
5. If we are using Motorola Gold Elite radio vérsion § or 6 and receive the 800 MHz mgnal will we get the abave
mentioned informatfon?

a. Yes,

|5 there really only one rndnufac,turer in the market wha has the Motorola 800 MHz integration?

a Yes and No.

i. Yes. Today in the Unites States, Motorola USA has only approved one manufacturer far the
BOOMH? radio signal, A recorder developed by Motorola and NICE. As | mentioned before, that
recorder is ONLY sold by Motorola and does not handle phone traffic, A secand recorder is
needed for the phones,

ji. No. CyberTech has been approved and certified for Motorala 800 MHz radlo in Europe,
Asia/Pacific and the Middle East. Motorola USA has not yet approved the CyberTech solution
for US distribution. The Moterola / CyberTech integration is developed, marketed and sold
throughout the world today. The CyberTech / Matorala 8O0 MHz recording platform is different
from the Motorala / NICE solution in the following ways.

1.

2.
3.
4,
5.
6.
7.

8,

The CyberTech / Motorola 800 MHz Integration is a software application added to the
hardware.

Your agency will only need one recorder Lo capture phone and radio. The Motorola /
NICE solution require at least two recorders,

CyberTech is a pure IP Solution. NICE uses a separate recor der te capture VolP,
CyberTech encrypts the calls and radio from the beginning of the call and all the way
thraugh to the archived calls.

CyberTech can mix IP, analog and digital phone signats all in one platform.

CyberTech playback, retneval and administration applications are web based and are
not limited to licensing restrictions.

CyberTech can archive calls and radio transmissions to an archive seurre or solrces {up
to 4 locations) of your choosing. : : :
It's a fraction of the cost of the Matorola / NICE solution,

7. %o why isn't the CyberTech / Matorala 800 MHz integration sold herg in the United States?
' &a. Because Motorola USA doesnt’t want it to be, US customers haVe not screamed loud enough that they
want other solutions to choose from, ‘
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Recnmmendations

1. If you were a law enforcement agency who was faced with upgradtng their radio to 800 MHz, what recording
dec:siml would you make?
My first priority would be to make the most fiscally reaponslhle decision for my city or county, Wlth
that said, | would do one of the following.
if | had Motorola’s Gold Elite radic consoles and was on version 5 or 6, | would make no decision
at all since | could receive the 800MHz signal and record it with the existing recorder In my
dispatch facility, However, if the recorder did need to be upgraded, ! would choose CyberTech
or NICE since they are both approved by Motorola.
If | had to upgrade to the Motorola MC7500 radio consoles, | would make one of -two decisions,

i.

if.

1.

My first choice would be to convert Lhe (P signal to an anatog signal and record it with a
CyberTech recorder, The additional “Call ID, ID of call originator, Site 1D and Zone 1D

"information that an agency would receive to search and replay is hard for me to cost

justify The information they receive today in anakog format {5 still very efﬁcient

As | mentioned above, the CyberTech racorder is a Motorola IP appmved solution
averseas and it will only be a matter of time before that is actively sold in the US. if an
agency 1s using the CyberTech recorder, all Loffler would need to do is add the 1P

license at a {ater date to capture the native IP signal. This would allow the agency to
have & one recorder environment, and it would be a significantly lower cost solution

than the Motorola / NICE solution from Motorola.

My second choice would be to purchase the IP-Motorola / NICE recorder from Motnmla
and purchase the second NICE phone recorder from Loffler, |t would cost less money
than it would with Motorola and would be serviced locally.

ifl. If money is no object and your agency likes haing tied to Motorola, then going the whole way
with them is another oplion, But that would not be my choice,
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13533 Glnsguw Ln, Apple Valley, MN 55124

“Bringing Critical Information to Your Enterprise "
Ph. 952-431-5822 Fax 952.431-4457 amail: smacgibbon@muctek-ine.com

 HIGHERGROUND FAQ'S

I have been told [have o buy 4 very e:;penmve recording system from my radio
vendor in order to record calls off of the ARMER system. Is this true? -

No. To date, there has not been an 800 mghtz system where we have not been
able to record calls. Please contact us and we will meet with you and determine
your specific needs and propose a specific solution to your application that will
mare than likely be tens of thousands of dollars less th-:m what has been proposed
by yuur radio vendor,

Do you have local service and support?

Yes, we are based in Minneapolis and support all of Mmm,sota,, Wisconsin and

the akotas,. We have systems installed From Roscau, MN all the way (o Marlin
LCounty on the Minnesota/lowa border. We would be happy to provide you with
numerous references, '

Iy your system NG 911 Compatible/ready?

Today, our system is ready to accept text (SM8), chat, video, email, voice, radio,
etc. As more types of media becomes available to record, rest assured
HigherGiround will be a leader and in the forelront of this technology, Also,”
representatives-irom HigherGround are highly involved with NENA regarding
NGO, The current IIlgherGround product is designed to be I3 cmnpatlble

How l(mg has your company been in the recording business

IligherGround was founded in {1973, We began as a consulting firm offering -
guidance and insight to telecommunications aperations. In the carly 1990°s, large
industry leading companies including Magnasyne and Racal parinered with
HigherGround to assist them in starling, stopping and retrieving their voice
recordings based on telecom data. In 1996, HigherGround developed its own call
recording solution incorporating analytics and reporting capabilities that integrate

- and optimize teleonm resources tor call centers and CInerpency service

‘ 5)‘
A)

6)

or gamzatlom

Nocs your system scll monitor its sl In the pasl, we have had challenges where
we did not know our recorder was not working. - |

Yes, our system has what’s called “I"'m Alive”, where the system sends out
messages on a regular basis, saying” I'm Alive”, if we don’t receive an I'm alive,
it is designed to alert us and we will diagnosc and troublé shoot the problem,

Can my syslem grow (o handle our needs? .

Reaching Reyvond Today s Standards
MACTEK Voice & Data Solutions




13533 Glasgow Ln. Apple Valley, MN 55124

“Bringing Critical Information to Your Enterprise”
Ph. 952-431-5822 Fax 952-431-4457 email: smacgibbon@mactek—in’c,com

A) Yes, the npphcatmn runs on a Windows Server and can expmﬂmn 8 baswally
- unlimited,

7 Does the IligherGround system have the optién of mapping?

A) Yes, this is an option. The map pane displays the location of any interaction thal

has either an x/y location coordinate or phone number was captured with the
incident. : :

8) Can HigherGround capture the ANI/ALL?

A) Yes, we can caplure ANI/ALI dala as long as the data is present and can be
delivered to the [ligherGround system in-a standard format, Over 95% of our
customers utilize this capability.

")) Does HigherGround have the Dispaicher Evaluation mudule where we can

grade/evaluate dispatchers?

A)Y - Yes, with HipherGround, you can maximizc service quall’ry ancl help ensure
compliance with the latest regulatory standards by assessing and improving the
skills of call takers and dispatchers through periodic evaluations of recorded
interactions through our Dispatcher Cvaluation module.

1) A lew ol our investigalors would Like to record calls, but we don’t want them
recorded all the time. Is there a way for the investigator to mammlly stop and
start (he recording? ,

A) Yes, with IigherGround the mvealngator can use a featyre called © ru_uurd on

demand”. With that capability, the investigator would click on an icon in the system

tray that would start the lecmdmg When completed the 11we«;t1gat01 could 01101\ to
stop it or just hang up.

Reaching | Beyond Today s Standards
MACTEK Voice & Data Solutions
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| -Dlgltcel Volce Recordmg Qualliy Assurqnce & Repor’rmg Tools

HigherGround’ s NextGeneration Platform is-the most secure and feature-rich audio & data recording

: Data lntagration o U
" NextGen Captured11 Integrates data from multlpie SOUrGas

Into 5 slngle synohrorllzéd avert with a uonﬂspondmg tlme ‘

- line. Madia sourcas can Include voice Interactions, scresn
.naptum, ANVAL) data, text messuges vldea, and more .

',Flaxntnle SR
-F!mm,a typss of audlo: armmg. digital, anc! VoIR phonqa, ae

‘ and dlbltﬂl(T 1]‘ t‘rLl‘nk‘. Clld's and dlspatbher

solution avallable i the emetgency services industry.

I m AIIVE)TM

I m Alivé notification sewlce venﬂes tha system |a up and v
running 2417 by utilizing a pro-active notification task that -
contacts our server each day it faadba:::k I5 nat receivad, Qur ;
tachniclane -are ‘alerted and take immediate. actions- to |
Quarantee uptlme \ : \ : .

" Robust Security -
‘AII netWﬂrk commumcation betwmn the clrent and tha
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capture911 Record, Refrieve, Replay & Report

HigherGround’s comprehensive stite of recording, quality assurance, and raperting tools assist organizations of all

. Blzes raspond 1o and manage incidents, You can reliably record avery call and radio interaction including associatad -
data - time, date, ANI/ALI, radio ID, allas, talkgroup ID, etc. The NextGen Capturad11 systarn captures 100% of audio -
from any combination of traditional of trunked radio and circuit-switched or VoIP talaphnna systams across multiple
Incations. It also provides the aption for the capture of BC acreena

Public safety call takera. dispatchars, and supewlsora can inatantly play back recant or archivad intaractions from aty
desktop using an advanced search intefface with more than a dozen search optlons and . powartul filtara for aasy
retrlaval of data; regardiess of the number of channels, recording servara, or sites Involved. ngharGrnund offers an
unlimited User access license 50 customars are nnt faced with hiddan additional per-seat c:hargas

HigherGround has set the bar with & flaxibla, ad-hoc, user-friandly reporting modula that Is unpara!laled in the Induatry
Customizable dashboards allow the end-user to manitor key parformancs indicaters and have access to Important
reports instantly. intultive, dynamic taports and charta allaviate the need for glfting through layers of Information,
. allowing supervisors to spend lesa time accassmg valuabla information and more time on actlvitlea that Imprnve their
mission crltlcql nparatmna '







Protect Your Investment ,

Emargnm.y dmpatch fﬁc:nhtms 9-1-1 cantars, and othar publlc safety organlzations using ngherGround's soiytions regllze
a slgniﬂc:ant return on thelr investment through improved funetionality and real-time elignmant of thieir aystems with the
ever-changing requirements in mission’ critical technulugy Cuatomarn recniva fraa soﬂwam upgradaa thfnughnut the‘

C durathn m‘ thalr malntennnoe oontraata

NENA
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RHIGCE Bwooutive Summary

Recording Syétem Q&A | ,

1.

Maotorola offers a Motorola-Certified ASTRO® 25 Recording
sglution. Is this the only recerding systam that haz haan cartlflad
by Matorolat

Yaxu,
What does it mean to be Motorola Certified?

There ara many advantage_, to certification. These are the fIVQ mosl_
important:

a. The product 15 fully tested in the Schaumburg System and Intagration
' Testing (5IT) labs, Matorola validates its performance and Motorola
stands behind the product.

L. The radio recording solulion is part of the radic system. As Motarola
develops new verslons of the ASTRO® 25 radio system, corresponding
versions of Lhe radio recording solution are glso developed. When the
ARMER system ge'ts upgradad, so does the Logger. Customers naver
have to worry about their recording ;D]UEIOH kecoming non-cormpalible
wlth tha radlo systam.

¢. Motorola supports thae =olutiom. Customars have ona vandor cﬁntrar‘.r
te manage and one phone number to call, Also, there is no finger-
pointing’ betwaan Motorola and tha racording vendor If the radlo
recording solution develops a problem. ‘

d. The Recording Solution is integrated into Motorola’s UEM package. Tho
recording system can be monitored by Motorola's 55C, alang wlith the
rast of the radio system. UCM affars a datalled messaging service that
alfows the S5C W "see’ a preblem and begin a responsa,

€. Security. Since the solution is 4 part of the ARMER Syslem, il is as
sacura as the ARMER system.

Will other solutions be certified by Matorala?
Currcntly, Motorola has no plons W cerlify e.lrluther vendor,

Does the Matorola Snlutmn come with value add or exclusive
featuras?

Yes. There is a chart attached to this dacument that providas s datailed
list of the advantages of the Matorola solutlon. lare are the top five
foatures:

a. The Motorula Solution can offor a scalable recording solution for
minimal additional costs. Thera ara vary faw Instances where a

customer would incur additranal costs il they wanted Lo add more Talk

Groups tao tha solution {ses excentlon heraln), A single AIS and

Browiding ITosight From Yonteroctions
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Recordor can record up to 256.Talk Groups with 120 simultancous
racording sessions of un-ancrypted audio for a single price. 5o, IF you

buy a recoerding solution to record 60 Talk Groups today, and you want - ;

to axpand that by 10 Talk Groups two yaars [ater, thara are no
additional fees, Please note Lthal syslems can be configured Lo record
mnre than 256 Talk Groups, but there |5 an added cost for that.
In companson, olher systems may require the purchase ol addilional
hardware and/or softwara ta simply add more Talk Groups to the
recording systern. This would also likely include wait Limes Tor delivery
and additlonal fees for installation,
Racord only what vnulwanr to record. Tha Motarola AIS can.ba
programmed to only record the Talk Groups that yeu need to record.
‘Other solutlans that record by MGG or by frequency are not likely to
. allow custormers to choose whal they want to record. These solulions
usually have to record everything. .
Enriched Call Data. The Motorola solutlon offars the most data
assoclated with each radle recording. Data captured with each
transriission includes: ‘
i. Talk Group ID
ii. User I
Il Allas
iv. Channel-
v. Freguency
vl Zone L
vil. Site ID
viii. And more
Any or alt ol Lhis data can be used a3 search criteria when louking for
epaclflc recordings, This pravides custamers with a very fast an
efficient toal for event reconstruction. This data can also be used to
sort search results. Saves lots of time,

d. Since the recording solution Is a part of the radin system, when Allas Is {

wpdaled in the radio system, iL will be updated in the recurder

. database ton, Other solutions that may offer Alias capture with:
recordings will require users to manually update the Alias database.
Vary tadlous In comparlson with the Motarala salution.

Record System Events. The recording solution also captures event data
such as *Call Alert, Busy-rojoct’, *Emergoncy Alarm’, Emergency

Formatted: Not Highlinht

Acknowladgement’ and others. This data can be used as search criteria . :. :

or for sorting scarch rosults. Another great time saver.

Froviding Insight from Interackions
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" Solution offer?

Alsa, Motarala customars have a unlqua apportunity to obtain full

" single IP Radiv Loyyger (or multiple, if needed) can servica multipta

As a 'misslon-critical’ system, redundancy is a highly valued
feature. However, it is difficult to justify tha cost of buying a fully
radundant system. What resiliency features does the Motorola

The L Radio Logygers fur the ARMER system have dual hot swap power
supplles, hat swap fans, and RAID 5 for the hard drives. RAID & means
that if a hard drive fails, the system continues o operate and users
continua to hava full Access to recordings and data. '

The solution alsv offers tape drives‘ to back up the databases - both the
audlo files and the 5QL database files that store the data. ‘

redundancy For lilkle or no cosl. As mentioned abuve, the radio recording
solutian Is alse part of the ARMIR radlo solution. All Motorola radio
recorders are on the common Motorcla ARMER natwork, This gives
Organlzations on the ARMER system the ability to ‘partner’ with cach other
to obtain a redundant, geographicelly separata, logging solutlon.

Far example, let’s say that two Counties each have a Motorala IF Logging
Sulution. Each County has a recorder on tha ARMER systam. These
Counties could make arrangements to record cach others Talk Gr'oups-. In
othar words, each IP leggar could ha n‘mqrammed to record rhea Talk
Groups of both Coupties. Naturally, Lthe system would also be
programmad 60 that sach County has complate privacy and security, For
Example, the users i'ilLl‘CO.ulltV A" would gnly have access to the recordings
that helong to ‘County A’ They cauld not access the audio files that
beleng Lo County ‘B'.

As montioned above, since Lthere is rarely an additional cost to record
more Talk Groups {up l‘.uleﬁ), this Motorola feature offers customers the
ahllity ta have full radio recording redundancy (both physical and
geographic) at no additional cost.

Naturally, it will by up to each individual organization to decide it thay
want to take advantage of this capability.

Can Organizations share a singla Motorola recording solutlon

(creating somothing along the Ilnés of a ‘regional” recording
sclutlan)? ’ ‘

Yas. Thls‘ls tha aopposite appraach tn Questlnn #5 ahnve.‘(f)rgalml:'atinns
can pool resources and share a Motorola Radio Recording solulion. A

Oroanizations. For example, 2, 3, 4, or more Countigs can all sharc a
single recording solution.

User Avcess can be programmed based on Talk Group so that each user at
gach County can only have access to its own audio, Each County would

Prepwiding Yoisioht From Interactions
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also have its awn racorder for talephone racording (bﬂcausa each County
has its own phane system and the recerder must be local and physically
connected to the phone systam). ‘

Can we have telephone recording with our Motorola Recording
Solutlon? . S

Yes, Motorola can provide a complete recording solutlon. It Is a fully
integrated salution so that users can search and playback both radio and

telephone recording simultaneously — as one system. Motorola can record

diggltal trunked radia, conventional radio, select audio fram the console
position, 911 phones, 911 lines, amergancy and ring-down linas, non-
emergency and administrative phongs, all as one solution, ‘

Motorola partners with NTCE Systams, the largest and maost experienced
recording vendor in the industry. Motorola/NICE telephone solutions can
recard most telephane systems. These include, but are not limited to...

"Plant/CML. 911 System (including Patriot, Sentinel and Aurora )
Positron 911 System {including v1IER)

Analog 911 lines :

T1, BRI, and PRT digltal trunks .

A varlaty of traditional phona systams such as N'drt'él énd Avaya
A variety of YolIP solytions (including Cisco, MITEL, Avaya, etc..)

If we buy a Motorola Solution for radio recording, con we keep our
currant logger to racord talap'hnnas?

Yes. Howavar, tha two systams will not Intagrata. This means you would
have a saparata racording solution far recording radio and a separata
rr-."r:or‘dlng solutlon Tor telephones. This alse meuns Lwe separate soflware
appllcations, two separate vendor contracts, two separate service
providers, etc.. Also, when preparing recordings for court, there wauld be

* .several extra steps to bring the audio recordings for phone and radio to a

comman place for simultanacus playback. Impaortantly, they waould not
have a common/synchronized time-stamp for court playback.

Other recarding vendors are now offering recording solutfons that
include recording our Talk Groups on the ARMER systam. How is
their approach different?

Well, we can't know far sure, but based on our axtansiva axpariance in tha
industhy, we beliove that these suppliers are offering one of three
approachas:

a. Recording digital trunked Talk Group audio over-the-air (OTA). This
" requires a radio or basc station for cach Talk Group. These devices will
provide an analog teed to the racordar, '

Braoviding Yngighs PYram Yoreracotions
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10.

11.

b. Recording digital trunked Talk Group audio by _FreqLiency (OTA). This
requires a radio or base station per frequency. It also raquires another

device for capturing the call data for each recording (OTA). This means
the solution needs an interfaca to the ARMER Radio System ATIA data

feed).

€. Recordineg digital trunked Talk Grbup audio by interfacing to the
system MGEG. This solution also requires an interface to the ARMER
Radlo System ATIA data feed.

Are any of these solutions Motorola Certified?
No. Currently, Matorola has no plans to cerlily any of Lhese solutions,

How do 6TA non-certified solutions measure up to the Matorola
Certified solution? o '

Well, that's a big éubje«;L. 1o help answer Lthal guestion in delail, we have
provided a comparlson chart along with this document, At a thigh leval’,
here is what you need to consider...

a. An OTA salutlon that Is recording by Talk Group |5 utllizing analag
technology. Further, this type of recording solution is converting digital
audio to analeg audio twice (from transmission to analog interface

- card - then back to dlgii:al to store in tha logger — then back to analog

. so the human car can understand it). This can reduce audio guality
cansiderably. Tha Motorela recording solutlon racords In tha natlve
digital format of the radio system. The Motorola solution will pmwdc
high audio quallty consistantly,

b.: The Mctorola Racording System Is not Impacted by outslde
interference and signal strength,

¢. An OTA solution that is racording by Talk Group Eequlres customers to
" boy more radios or basc stations whenever they want to record more
Talk Groups. This is not only an additlonal exhﬂhdltrure, hut It usually
requires customers Lo wiait weeks unlil Lhe new equipment is inslalled
for the Ingger. With the Motorala solution, adding Talk Groups requires
nu additional cost'(in‘ZbS Talk Group increments) and can be
implamented almost instantly, ‘

d. An OTA solutinn that |s rf—‘:r‘.r:.t"dlng hy frequency requlres an intarface to

the ARMER AllA feed. Currently, Motorola has not certified an QlA
solutlan, nor has it provided the ASTRO 25™ APT te any. recarding

* vendor other than NICE (sec below). This micans that the interface to
tha ATIA has haan anginearad without tha direct usa of the Motorola
API. This raises gquestfons as Lo reliability and gccuracy (matching call
data with the rlght audia recarding 100% of the time). Faually

imporlant, there are questions about what happens to these solutiony

as the ARMER system gets upgraded each year, Already, the ARMER

Prawiding Yosight Fraom fonteractions
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Systemn has been upgraded from v7.2 to v7.5 to v7.7. As tha system
moves to vZ2.8 and v7.10, etc... it is hard to know how this would
impact thesa .50Iution5. Hawever, the answer has the potantial to be
axtremely detrimental to the user’s ability to find necessary audio.
Worse-case scanarlo is that tha systam stops recording call data and it
becomes nedrly impassible to find a necded recording, '

e. Tha Motorala Solution can be programmad to record speciflc Talk |
Groups. OTA solutions that record by frequency usually have o record
_everything that occurs on the freq!.iancy. Customers hiava no discration
or control over this. Some OTA systoms will allow users Lo block access
to cartain Talk Groups oF ‘deiete’ the aidla flle aftar it has hean
recordad, However, blocking aceess Lo the audio ususlly means that
the System Admin|strator can stlll access these calls, If necessary, .
Also, having a recording systemn that can delete recordings can raise
legal questians for customers that are trying ta use audio as evidencs
in a court of law.

How do non-certified MGEG solutions compare ta the Motorola
Solution? .

First, not all Organizations will have the oplion of Lhis solutivn. Most

locatlons.ln Minnesota ta nat have accass to an MGEG. Tt s ald technology
mure widely associated with ve.x radio systems.

- For those customers whe have this gplion, we have provided @

comparison chart alttar:hed to rhis document. At a *high lavel’, hare s what
you need to think aboul...

a. An MGEG solution is recording via €1 feeds from the radio systom, The
El's are a big pipa of Mux'ad audln. These recnrding solutions renuire
an Intarface to the ARMIR ATTA feed to collact call data for each
recording. Motorola has not certified an MGEG solution (otﬁer than
NICE Systems), nor has it provided the ASTRO 25™ API to any
recerding vendor other than NICE (see below). This maans that the
interface to the ATIA has been enginecred without the direct support
of Motorola. Thera ara questlons ahout what happens ro thesa
solutions as the ARMER system gets upgraded each year, Alreadly, the
ARMER Systam has heen upgraded fram v7.2 to v7.5 to v7.7. As tha
syslemn moves o v7.8 and v7.10, ete.. it is hard to know how this
wolld impact these solutions, However, the answer has the potential
to be extremely detrimental to the user's ability to find necessary
audlo. Worsa-case scenario |8 that the system stops recording call data
and it becomes nearly impossible W find a needed recording.

b. The Motorola Solution can be progran':mi:d to record specific Talk
Groups. MGEG selutions will racord avery tranamisslon an the ARMER
nctwork, Customers have no discretion or controfl over this, Some

Prwvid#nﬁ Insight from Intaracltions
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14.

MGG systems will allaw users to block aceass to certain Talk Groups
or “dulels’ the audio file after it has been recorded. However, blocking
access to the audio usually means that the System Administrator can
slill acuess these calls, if necessary, Also, having 8 recording system
that can delete recordings can raise legal guestions for customers thag
are trying to use sudio as evidance in a court of law.

Some_vendorfs are saying they have the Motorola API to ASTRO®
25 and are working to finalizing a solution that will provide a
tighter Integration to the ARMER radio system. Others are saying
they expect to have it soon. How will a salution that utillzes the
API compare to the Motorola Certified Solution? ‘

First, as of today, Matorola has not released the ASTROG 25 API to any
recording vendor other than NICE Systems. Also, Motorola has made no
formal announcement regarding if or when they will release the ASTRO®
25 APL. - o ' C

Unil such Lime us Mulerola makes the APL available, vendors that are

" offering API based solutions cannct, at this tima, guarantae that thay can

deliver thege solutions. At this time, any statement of intent is mercly
basad on spaculation or expactation. Thare [s no way to say If and whan

- an APIL - supported solution will ever be available Mrom theye vendors,

Should the situation change, and the API is made available to other
vandors, it wlli ba ea;ier for vandors ta keap thalr ATIA Interfaca (for OTA
and MGEG) current with the version of the ARMER System,

lHowevear, the salutions wauld likely remain OTA and MGEG solutions - as
only a Motorola Certified solution can reside on the ARMER natwork. As
such, these solutions would still possess the drawbacks outlinged above

~and in the attached comparison chart.

Perhaps more importantly, the Motorola Solution would still retain all of
the exclusive banefits of being a Certifiad salutlon {Ag ontlined ahove and
in the comparison ch‘grt). '

We are starting to identify Dthéi’/new recording requirements for
our PSAP. For exampla, can Matorola alsp provide recording
solutions for viden camera deployments?

Yes, Matorola has partnerad with NICE Systems to offer a suite of video
rec:ording preducts to meet the evolving needs of PSAP's and Command
Canters. -~

Furthermore, Motocrola and NICE can offar a recording solution for radio,
telephone and videso. The Inform™ application suit¢ will allow users to
search and playhack recordings simultaneously and time synchronlrad as
ong logical system, A single user application will allow users Lo search,
view and llsten to any type of recording. .

Providing ITnsight from Tnteractions
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We record for multiple agencies and we want to give these
agencles direct access to their recordings. Can the Moterola
soulution do this?- '

Yes. The Inforng™ application suite 15 o NE1 application thal works as o
browser. Any PC workstatlnon on the comman network can be an access
palnt to the syslem. Of course, the User will have to have proper access
privileges to the system. '

The recording solution alse allows user access privileges to be configured
an a per Talk Groups and/or per channel hasls, This means every Usar can
be confined W accessing thair awn audio only.

Infonm™ also provides a fully reaLurea.I audit trail, which will oy all user

- achivity in tha systam (files acqessed, coples hﬁada, ate.).

We are looking for ways to ubtﬁined hetter/ﬂasiér collaboration
hetween our fellow Public Bafety Or gamzatmns Can Motorgla help
us with that?

"The Inform™ application suitc has an optional application called

Organizar. Organizer offers usars a Incident managemeant folder systam.
These incident folders can act as a central repository for electronic data
gatherad from multipla organizations. Access to these folders can he
shared by trusted users. LU is an elficienl way Tor Urgdnudtmnh v share
data.

Similarly, it is a highly afficiant way to dellvar contant to trusted users.

- Rather than burn electronic data Lo CO/DVLE: or e-mail huge fites, lrusled

usars can accees a flle foldar that has the data thay need {and anly that
data - nothing more).

Ix tha cantant of tha data In the Grganlzer Fblders for racardings

only, or ¢can they store other material as well?

The Organizer Incident Foldors can hold any type of electronic data, The
Foldar can ha tha central and secura repository of audio recording, videno
recordings, screen recordings - and a 1ol more besides, Users can also
Ingart coples of Inrldpnr reparts, crlme scena photos, phatos and vidas
from citicen's camera’s and cell phongs, & mail and text messages, etc..,

Organizer takes the Motorola Solutien heyond recording to become an
Incldent Management Tool rhat will facllitate collabaration, centralized
slorage, and eflicient/secure distribution,

Dosas the systam have a dlgltal authenticatlon?

Yes. The Organizer application has the ablllfy to ‘authaenticate’ a copy of a
recarding. Inform™ Qrganizer can verify whethar the recording albout Lo
ba heard or watchad is a true copy of tha arlginal.

Wrmviﬂiw&r an.si’ght fr'a‘m rnteractions
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1%,  How do we deliver time-stamped recordings to Court and others?

Since Inform™ acts like a browser, it gives customers the ability to open
gooess to many more users on the network. A user with the proper access
privileges can access the Inform™ event reconstruction application or the
Organizer foldars to playback recording sacurely. Tha audio files remain
compressed and encoded and the tme stamp remains associated to the
audio file. ) ‘

For Court purposes, the latest version of Inform™ (R3.1} includes an
opticnal application called Infarm™ Medla Player. Using Inform™ Meadia
Player, when a wav file is crepted for court, Lthe playlack codec is sent
with tha audlo file. The reclpient can open the file and play it just as they
would with Windows Media Mayer, bul Lhey inslead Lthey are using the'
Inform™ Meadia player with the CODEC, In this way, a recipient that
duesn't have access to Inform™ can playback a copy of audio with a
timestamp. '

NB: This ducumenl was crealed on February 17 2010, This ducunent i, provided fur Innfur mnatiun puipuses arily, and the

) contents haraof are subject to changae without notica, Thiz dD\;.‘L‘II'TIEI'It 13 not warranted o be arror-frae, not I3 it subjaect to
any olhes wanantles or condilions, wheller expressed aally or inplied in law, including iimplied warranties and
conditions of marchantabllity BE fitnasg for & particular IJLIl"IJQBE. NICC Systams apecifically discialms any labllicy with
raspact to thes document, and no cdnl:ractuai obligatians are formed eilhar direclly o indlrectly by this document. This
Anrument may not be reproduced or fransmitted In any form or by any means, electronio ar machanlcal, for any purpose,
without the prior written parmizsian of NICE Systams. '
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