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IMPORTANT NOTE:

This is an abridged copy of the Minnesota Statewide Communications Interoperability Plan
(SCIP). It contains tables listing goals and objectives only, with no context or supporting
information. This publication is intended as a reference document ONLY.

The full, unabridged SCIP is available at ECN’s website at http://ecn.dps.mn.gov.
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Governance Goals and Initiatives

Goal | Goals Initiatives Owner Completion Date
#

1. Support regional 1.1 Maintain/fund Regional Emergency June 30, 2015 (every 2
governance boards, Interoperability Coordinator Communications | years)
their subordinate (RIC) program (regional Network (ECN)
committees, and other outreach) Division
stakeholders through
collaboration, technical | 1-2 Continue annual Statewide ECN Yearly (April/May)
support, education, Interoperability Conference
and engagement 1.3 Review attendance and Regional February and

accountability of board and Advisory November Yearly
committee members. Publish | Committee

attendance list and inform (RAC)

county commissioners.

2. Encourage regional 2.1 Perform outreach meeting with | ECN One time meeting,
governance boards to RRBs to discuss pro/cons of December 2013
add other public safety adding NG911 and NPSBN
communications under —
joint powers 2.2 RRBs determine if they are ECN, RRB June 2014
agreements going to add other public

safety communications
functions/responsibilities and
inform ECN
2.3 Provide organizational support | ECN, RIC, RRB | June 2014
with revising Joint Powers
Agreements including draft
language
3. Review SECB by-laws | 3.1 Perform by-law review SECB Steering September (annually)
on an annual basis Committee
3.2 Document and make SECB Steering October (annually)
recommended changes Committee
3.3 Send to SECB Committees for | SECB November (annually)
review, SECB for final Committees,
approval/vote SECB
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Standard Operating Procedures Goals and Initiatives

Goal | Goals Initiatives Owner Completion Date
#
4. | Continue to develop and | 4.1 Propose changes to existing | Stakeholders On-going
maintain standards standards as needed
needed to support 4.2 Review and accept/reject Appropriate Variable depending
interoperability across proposed changes Committee on scope of change
agencies and disciplines | 4.3 Review all standards every ECN with 2016
(need to develop for three years at the State level | stakeholder
new technologies) input
5. Develop interoperability | 5.1 Document current practices ECN, RIC, January 2014
standards with on a county level for County
neighboring States and communicating with lowa, stakeholders
Canada Wisconsin, North Dakota, and
South Dakota
5.2 Draft standards for ECN, RIC, June 2014
communicating with lowa, County
Wisconsin, North Dakota, and | Stakeholders
South Dakota
5.3 Draft standards for how ECN, RIC, January 2014
systems are going to work County
with Ontario and Manitoba Stakeholders,
and ARMER Canadian
Provinces
6. | Develop minimum State | 6.1 Review current State NG911 June 2014
standards for NG911 Enhanced 911 (E911) Committee
and other technology standards and determine
resource sharing what can be used for NG911
6.2 Identify key systems, ECNin January 2015
interfaces, and applications to | conjunction with
develop standards governance
bodies; County
Stakeholders
6.3 Prioritize key items ECNin January 2015
conjunction with
governance
bodies; County
Stakeholders
6.4 Use existing network NG911 June 2015
requirements/standards to Committee
build minimum State
standards. Focus on
technology standards
(National Emergency Number
Association [NENA]
standards).
7. 7.1 Develop standards for MnDOT, MnIT | January 2014
external network connection
to CSIS network (via VPN)
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Standard Operating Procedures Goals and Initiatives

Goal | Goals Initiatives Owner Completion Date
#
8. 8.1 Develop statewide GIS ECN March 2014
database standards for NG9-
1-1 call routing and mapping
9. | Maintain, improve, and | 9.1 Determine cost of security SECB, January 2015
test security standards analysis ECN, MN
for voice, data, and Department of
NG911 communications Transportation
systems (DOT), NG911
Committee
9.2 Identify staff and funding to ECN, MNDOT | January 2015
address Security needs
9.3 Include Security in the SECB, ECN, On-going, as
planning for new technologies | MNDOT, technology is
System Owners | acquired
9.4 Develop a Response/Action SECB, ECN, January 2015
Plan for how to deal with a MNDOT,
major system outage due to System Owners
security breach
9.5 Conduct independent audits | SECB, ECN, On-going, as
as needed when deploying MNDOT, technology is
systems to identify System Owners | acquired
vulnerabilities
10. | Develop standards for  [{10.1 Develop plan/report IPAWS May 2014
the common alerting Committee
protocol (i.e., IPAWS)  10.2 Draft standards as needed IPAWS May 2014
Committee
10.3 Submit standards for review | SECB Federal
and approval Communications
Commission (FCC)
deadline
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Technology Goals and Initiatives

Goal # | Goals Initiatives Owner Completion Date
1. Implement interoperability {11.1 Identify equipment needed | RRB, January 2014
solutions with neighboring for interoperability with two | County,
States/Canada provincial systems and Neighboring
neighboring States States
11.2 Procure equipment for RRB, County, July 2014
interoperability with two Neighboring
provincial systems and States
neighboring States
11.3 Install and test equipment | RRB, July 2014
County,
Neighboring
States
11.4 Provide training on howto | RRB July 2014
use equipment
12. Develop a technology 12.1 Continue to upgrade System December 2014
roadmap for development, current system Owners, SECB
access, maintenance, and
upgradgs tointeroperable 12.2 Review maintenance SECB Yearly (April/May)
voice, video, and data
services agrgements on an annual
basis
12.3 Continue to communicate ECN, RRB, Quarterly meetings
with users to understand SECB
requirements
12.4 Communicate with other MNDOT, On-going
States to understand their | SWIC,
requirements & vendor RECCWG
relationships
12.5 Maintain contact with MNDOT, On-going
vendors to communicate System
consolidated State Managers/
requirements Owners
12.6 Continue to track, monitor, | SECB Data Monthly
and report on NPSBN Committee,
activities SWIC
12.7 Release Request for SECBNG911 | October 2013
Proposal (RFP) on NG911 | Committee
technologies to determine
what is available and
emerging in the market
13, Facilitate implementation of [13.1 Complete MN FirstNet SECB, ECN, July 2016
NPSBN within the State Consultation Project Stakeholders,
FirstNet
13.2 Prepare for engagement SECB, ECN Anticipated July 2016
with FirstNet regarding pending FirstNet
NPSBN implementation action
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Technology Goals and Initiatives

Goal # | Goals Initiatives Owner Completion Date
14, Achieve effective usage of |14.1 Include CSIS in Stakeholders September 2014
CSIS training/exercises as
appropriate

14.2 Complete setup for external | MnDOT, MnIT | January 2014
network connection to CSIS
(via VPN)

14.3 Provide end-user SECB, ECN March 2014
equipment to utilize CSIS
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Training and Exercises Goals and Initiatives

Goal | Goals Initiatives Owner Completion Date
#
15. | Establish communications |15.2 Assemble Training Best SECB January 2014
systems training Practices Work Group
requirements for all public  [15.3 Define tiered competency SECB, Training | April 2014
safety users based training guidelines/ Best Practices
best practice guide including | Work Group
metrics
15.4 Provide hands-on and Local agencies, | December 2015
refresher training at the user | System (refresher for existing
level Administrators users after system
upgrade); new hire on-
going
15.5 Track and record user Local agencies, | Pending Committee
training System and SECB approval
Administrators
16 Incorporate voice and data |16.1 Engage Police Chiefs, Fire | ECN December 2014
communications scenarios Chiefs, Minnesota Sheriffs’ | (Engagement)
into new and existing Association to provide
exercises (injects into training at conferences
already occurring 16.2 Include “radio” training at SECB Pending SECB
exercises) entry level, academy level, approval
community college level
16.3 Develop exercise templates | Training June 2014
for communications within Working Group,
exercises SECB
16.4 Publish and promote RIC, County December 2014
communications exercise EM/Radio
templates Administrator
17 Establish and conduct 17.1 Create communications Training June 2014
communications exercises specific exercise outline/ Working Group,
with public safety template/ scenario SECB
organizations 17.2 Publish and promote Training December 2014
communications specific Working Group,
exercise template RIC, County
Emergency
Management
(EM)
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Usage Goals and Initiatives

Goal | Goals Initiatives Owner Completion Date
#
18 | Encourage and support 18.1 Identify which local areas | RRB, RIC, ECN October 2013
utilization of interoperability need equipment
solutions (Cross Spectrum 18.2 Submit plan on how County Grantees, | December 2013
Interoperability System, equipment will be used | ECN
VHF/800) 18.3 Procure and install Grantees, RRB June 2014
equipment
18.4 Deliver training Grantees, ECN, June 2014
RRB, RIC,
Training Working
Group
18.5 Develop field reference | SWIC June 2014
guide, update MN Field
Operations Guide (FOG)
to promote use by field
personnel
19 Evaluate and track use of 19.1 Communicate with Local | RIC, Local System | June 2014
ARMER tactical System Administrators Administrators,
communications channels/talk loading implications of MNDOT Managers
groups (regional tactical non-use
channels)
19.2 Review monthly status Local System June 2014
reports Administrators,
Local User Groups
19.3 Review event Local User Groups | As problems arise
communications across
the Region using the
reports
20 Enhance statewide 20.1 Provide presentationat | RIC Every 2 years
understanding and use of Regional EM meetings
Communications Unit Leader |{20.2 Propose regional RIC, RRB June 2014
(COML)/Communications Unit standards for COML use
Technician (COMT) 20.3 Confirm that COML listis | SWIC As changes occur,
capabilities and roles current with the State annual Regional
Duty Officer review
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Outreach and Information Sharing Goals and Initiatives

Goal | Goals Initiatives Owner Completion Date
#
21 Improve accessibility to RRB 21.1 Discuss at Regional RIC September 2013
Information (e.g., regional Meetings
standards, meeting
announcements, and minutes)
29 Provide stakeholder education on |22.1 Develop and distribute ECN, SWIC As needed, changes
FirstNet and NG911 activities informational materials occur
(white papers,
presentations)
22.2 Develop public education | ECN As capability
campaigns for NG911 becomes available
23 Continue to seek or promote 23.1 Provide NPSBN ECN, SWIC December 2013
tribal participation in emergency education to the
communications planning Minnesota Indian Affairs
activities Council and tribal
governments
23.2 Encourage RRB to ECN, RIC, Yearly (look at
maintain an open RRB membership review
invitation to tribal dates)
governments
23.3 Provide outreach ECN, SWIC As capability

regarding new technology
capabilities

becomes available
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Life Cycle Funding Goals and Initiatives

Goal | Goals Initiatives Owner Completion Date
#
24 | Develop and share life cycle |24.1 Review legislate mandate | SECB, Finance | June 2013
funding plan for public safety Committee
communications resources, |24.2 Stand up Task Force SECB, Finance | June 2013
including initial infrastructure Committee
capital costs, sustainment 24.3 Develop and Release RFP | ECN, Task July 2013
costs, and acquisition, and for independent consultant | Force
routine replacement of 24.4 Complete life cycle funding | Independent November 2013
subscriber equipment plan and provide SECB for | Consultant,
approval ECN, Task
Force, SECB
24.5 Provide funding ECN, SECB January 15, 2014
recommendations to
legislature
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Measures of Success

Goal Strategic Goal Current State Target End State Owner or
# Supported Measurement Source
1. Support regional The State is providing | 75% attendance for | Active ECN
governance boards | support for local and | local and regional | participation and
related to public regional governance boards | @ccountability at
safety communications and committees thellocal and
o . . regional levels of
communications, their | planning and government
subordinate coordination through personal
committees, and recognition,
other stakeholders technical
through collaboration, seminars, or
technical support, similar
education, and professional
' development
engagement opportunities
2. Encourage regional Regional governance | Inclusion of wireless | All regional public | ECN
governance boards to | boards primarily deal | broadband and safety o
add other public with LMR systems NG911 related communications
safety and issues oversight in new and joint powers .
o L agreements will
communications existing joint powers include LMR,
under joint powers agreements atthe | ireless
agreements regional level by broadband, and
summer of 2014 NG911 oversight
3. Review SECB by- SECB by-laws are Establishment of an | Review the SECB | SECB
laws on an annual reviewed and annual reviewand | by-laws atleast | Steering
basis amended on an as revision process gzgsrger yearto | Committee
needed basis beginning in 2013 applicabiity and
relevance
4. Continue to develop | Standards are Inclusion of wireless | Developmentand | ECN and
and maintain currently developed | broadband and maintenance of | Stakeholders
standards needed to | and maintained for NG911 technologies | Standards for al
support LMR technologies in standards public safety
. . related LMR,
interoperability across development and wireless
agencies and adoption broadband, and
disciplines (need to NG911
develop for new technologies by
technologies) 2016
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Measures of Success

Goal Strategic Goal Current State Target End State Owner or
# Supported Measurement Source
5. Develop Local governments 50% of existing Consistent and ECN
interoperability and public safety RRBs develop and | uniform cross-
standards with agencies have adopt border public
neighboring States adopted and use interoperability zﬁfmexunications
and Canada different standards with interoperability
interoperability neighboring states | standards
standards depending | and Canada by throughout the
upon location in the January 2014 State
State
6. Develop minimum State of Minnesota Build minimum Statewide PSAP | NG911
State standards for | maintains minimum | statewide PSAP standards to Committee
NG911 and other standards for E911 standards to include | include current
technology resource | technologies NG911 technologies 223 Lu;;re voice
sharing by summer of 2015 technologies
7. Maintain, improve, Minimal security Develop public Statewide security | SECB, ECN,
and test security standards exist for safety standard and MNDOT. &
standards for voice, | public safety voice, communications protocol for public | NG91 1
data, and NG911 data, and E911 security protocols by csz?)fnixunications Committee
communications capabilities January 2015 systems
systems
8. Develop standards | No complete Develop minimum | Statewide IPAWS
;?;:t?r?gcgrrgtngggl e standardized standard protocols | common public | Committee
IPAWS) " | protocols for the use | for the activation alerting protocol
of public alert warning | and use of public
systems alert warning
systems by summer
of 2014
9. Implement Local governments 50% of existing Consistent and RRBs,
interoperability and public safety RRBs develop and | uniform cross- Counties
solutions with agencies have adopt border public
neighboring adopted and use interoperability csf)fmexunications
States/Canada different standards with interoperability
communications neighboring states | capability
interoperability and Canada by throughout the
solutions depending January 2014 State
upon location in the
State
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Measures of Success

Goal Strategic Goal Current State Target End State Owner or
# Supported Measurement Source
10. Develop a technology | Communications Develop and adopt | Statewide System
roadmap for equipment vendors of a needs based interoperable Owners,
development, access, | develop and promote | technology plan for | communications | SECB
maintenance, and technology solutions, | public safety voice, technology plan
. . ] used as template
upgrades to including data, and video for local
interoperable voice, | maintenance and interoperability in the | governments
video, and data sustainment State by 2014 when acquiring,
services strategies, for the maintaining, or
public safety sustaining public
community safety
communications
systems
1. Facilitate Awaiting further Be the first State to | Statewide SWIC
implementation of direction from FirstNet | employ the NPSBN | coverage for
NPSBN within the regarding details of | and related wireless public
State the NPSBN technologies / safety brqadpand
o data applications
applications
12. Establish Agency specific Develop and publish | Statewide public | SECB
communications communications standardized safety o
systems training training (initial and competency based | communications
requirements for all refresher training) communications fraining curriculum
public safety users being provided training guidelines
by the spring of
2014
13. Incorporate voice and | Communications is Incorporate Routine inclusion | ECN
data communications | not routinely included | communications of
scenarios into new in training exercises | related “injects” into | Communications
and existing at least one (1) as .alpart of al!
: . . training exercises
exercises publlc_ safety training in the State of
exercise every Minnesota
calendar year
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Measures of Success

Goal Strategic Goal Current State Target End State Owner or
# Supported Measurement Source
14. Establish and No communications Hold at least one (1) | Annual public Training
conduct specific exercises in | State sponsored safety Working
communications the State public safety communications | Group
exercises with public communications ;ﬁ:‘g:i;g
safety organizations centered exercise dissemination of
each calendar year | g After Action
Report (AAR) that
describes lessons
learned
15. Encourage and Public safety Acquire, install, and | Seamless RRBs, RICs,
support utilization of | communications train public safety | statewide daily & ECN
interoperability interoperability personnel on the useof
solutions solutions are benefits of the interoperability
available but are not | routine use of :JSp(:Jlgl?tﬁ']Sg oublic
widely used on a daily | interoperability safety missions
basis resources available
at the local level
16. Evaluate and track ARMER status and Use of ARMER Uniform routine RICs & Local
use of ARMER use reports are monthly status usage of ARMER | System
tactical produced but not reports by 50% of | Status reports by | Administrato
communications being used to full local system RICs and local s
. L system
channels/talk groups | potential administrators to administrators to
(regional tactical determine system effectively utilize
channels) efficiency by the ARMER
summer of 2014 capabilities for
public safety
interoperability
needs
17. Enhance statewide COMLs and COMTs | Designate and use | Standardized use | RICs
understanding and being sporadically COMLs and/or of COMLs and
use of COML/COMT | employed by local COMTs at 100% of | COMTsto
capabilities and roles | first responders large scale and ggpea;;ce public
multi-jurisdictional communications
events to effectively
support public safety
communications
needs
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Measures of Success

Goal Strategic Goal Current State Target End State Owner or
# Supported Measurement Source
18. Improve accessibility | RRB websites and Develop a standard | RRB websites and | RICs
to RRB Information informational tools are | messaging scheme | messaging
(e.g., regional dissimilar and are not | to make routine standardized to
standards, meeting being promoted information and Laacsltt?)tfut::"
announcements, and notices available to
minutes) anyone interested
19. Provide stakeholder | Only limited Develop and Readily ECN &
education on FirstNet | information regarding | disseminate accessible SWIC
and NG911 activities | NPSBN and NG911 | educational / information
concept and design is | informational ;i%a;%l?g?r?g
currently available to | materials as they public safety
stakeholders and become available communications
decision makers technologies for
all interested
persons
20. Continue to seek or Limited engagement | Develop outreach Active ECN &
promote tribal by the Tribal Nations | program to educate | engagementof | SWIC
participation in within the State in and incentivize the | the Tribal Nations
emergency public safety Tribal Nations in Icnofnurgt(rzliiz];?;)rlls
communications communications public safety planning activities
planning activities planning communications and exercises
activities in the State
by January 2014
21. Develop and share Most State and local | Identify new or Secure and SECB &
life cycle funding plan | agencies dependent | existing funding sustainable Finance
for public safety on Federal funding stream(s) thatcan | communications | Committee
communications alternatives for be used to purchase In;e Ci’ﬁli funding
resources, including communications and maintain public Sr?)gur:m(;cr)]\gr?d
initial infrastructure infrastructure safety sustainment of
capital costs, maintenance and communications existing and
sustainment costs, sustainment capabilities at both emerging
and acquisition, and the local and State | technologies
routine replacement levels of government
of subscriber by January 2014
equipment
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