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1. Purpose or Objective

The purpose of this standard is to establish a procedure for managing the accounts of Login
Users who use system applications and support tools.

Every user login ID must be unique to simplify managing user accounts. Any staff logging on to
the system to use the applications and support tools are referred to as Login Users. Login Users
include System Managers, administrators, and technical support staff. They are different than
Radio Users, who are referred to in other standards.

2. Technical Background

= (Capabilities

Every Login User of the system will have at least one login account, but they may have more if
different levels of access rights are needed. Every account can be individually set with security
and application rights to meet the needs of each user.

= Constraints
Every Login User account ID must be unique, since the system database will not allow duplicate
IDs. In addition, user login aliases are limited to a specific character length.

3. Operational Context

Every Login User of the system will have a user ID specific to that individual, and they may also
have more than one login ID.

The ID’s will follow a standard naming format to simplify management of them.
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4. Recommended Protocol/ Standard
The methods for performing the database operations are defined in the technical resource
manuals and training for the system. The technical resource manuals are classified as “Security

Information” and “General Non-Public Data,” pursuant to Minn. Stats. §13.37, Subd. 1a.

The procedures for this standard are at the discretion of the Operations and Technical
Committee (OTC).

5. Recommended Procedure
The naming format will be used as new accounts are created.

6. Management

The Statewide System Administrator shall be responsible for the creation of administration
accounts.
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