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Anoka County Sheriff’s Office 

 

Minnesota Victim Assistance Academy 
Nov 5, 2014 

Detective Brian Hill 
 

ANOKA COUNTY SHERIFF’S OFFICE 

Your Relationship with  

Technology? 

 Not on Speaking Terms 

 Cordial Working relationship 

 Very Intimate 
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Technology is not the enemy 

• Criminals exploit situations to create 

an advantage for themselves.  

• We must keep up with the criminals 

and work to enact progressive, 

inclusive stalking legislation.  
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Technology! 

Can you imagine life today without these things? 

• Phones 

• Faxes 

• Computers 

• Internet 

• Email 

• Video Relay & 

TTY Devices 

• GPS (On Star)  

• Cameras 
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Location & 

Surveillance 
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Global 

Positioning 

Systems 

(GPS) 
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Why do stalkers use location 

technology? 
• Keep track of victims—learn routine, etc. 

• Keep track of victim without being seen. 

• Find new victims—boyfriends, etc. 

• Scare and harass— “I’m watching and know 

what you are doing”. 
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Global Positioning Systems 

(GPS) 
• Track 

person/object 
using satellite 
technology. 
 

• Active vs. Passive 
 

• Commonly found in: 

• Cell phones, PDAs 

• Pocket PCs 

• Watches 

• Vehicle Navigation 
Systems (On-Star) 

 

• Can be small and easily 
hidden. 

 

• Affordable and readily 
available. 

 

• Can track in real-time. 
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Location Services 
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Location Services 
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Location Services 
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RFID 

Radio Frequency Identification 

RFID is an automatic data capture technology that uses 

tiny tracking chips affixed to products. 
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RFID Privacy Issues 
• Hidden tags.  Embedded in objects without knowledge. 

• Radio waves travel easily and silently through fabric, plastic, or other 
objects. 

• Unique identifiers for all objects worldwide.  Global item registration 
can be linked to the purchaser. 

• Massive data aggregation.  Records can be linked with personal 
identifying data. 

• Hidden readers.  Tags can be read at a distance. 

• Individual tracking and profiling.  If identity were linked with unique 
RFID tag numbers, individuals could be profiled and tracked without 
their consent.   
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Hidden Wireless & Wired Cameras 
 Connection to Domestic Violence and Sexual Assault:   

• Voyeurism 

• Child Pornography  

• Footage of consensual                                                     

sex, distributed without                                                    

consent 

• Footage of physical and                                               

sexual assaults distributed 

• Upskirting and Downblousing 

• Surveillance tools 
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What to know 
• Purchasing surveillance equipment is getting cheaper 

-- kits start under $100. 

• Cameras can be hidden in just about anything. 

• Remote as well as hardwired cameras. 

• Plenty of information available on how to operate 

systems. 

• Wired and wireless (how to find) 
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Cameras for Safety 

Personal security– can put cameras up 

around the home. 

 

Can be used to document stalking or 

capture evidence. 
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• Caller ID, text messaging, call history, voice mail 
can be monitored. 

• Bluetooth technology. 

• Can be used as a listening device:         
Silent mode + Auto-Answer = surveillance 

• Stealth Phones 

• Use a safer/donated phone. 

Cellular Phones 

ANOKA COUNTY SHERIFF’S OFFICE 

ANOKA COUNTY SHERIFF’S OFFICE 
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Caller ID Safety 

 When calling survivors, safety plan around the use of Caller ID 
and Blocking.   

 Test lines frequently to make sure numbers are still blocked. 

 Survivors can block their number on a per-call basis (*67 in most 
areas). 

 Optional phone services available such as distinctive ring, call 
trace (*57), per call # blocking (*67), and call block of certain #’s 
(*60).   
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Caller ID & Block 

• Reverse directories give the physical address of a person/place 
based on the phone number. 

• Using only the area code and first three digits, you can identify 
someone’s neighborhood. 

 

• Calling cards may expose name. 

 

• Number is always available when calling toll-free numbers, even 
with block. 

 

• Can be manipulated through Spoof Cards and VoIP. 
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Spoofing Caller ID 
• Gives caller ability to change number shown on 

ID, change voice, and record call.   
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Major Spoof Providers 
• spoofcard.com 

• telespoof.com 

• phonegangster.com 

• itellas.com (Itellas offers a security log search for law 
enforcement available online) 

• spooftel.com 

• prankdial.com 

 

 Most will offer free sample calls 
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Text Message Spoofing 
Messages can be falsified, spoofed, or sent 
anonymously from the carrier’s website or services  

•FakeMyText.com 

•AnonTxt.com 

•TextMeNow.net 

•TextForFree.net 

•TheAnonymousEmail.com 
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IP Relay 

Operators can facilitate 

conversations through websites 

or instant messages.   



10 

ANOKA COUNTY SHERIFF’S OFFICE 

IP Relay 
• Always a third party involved. 

• Impersonation is easy. 

• Conversations may be monitored with spyware. 

 

 In an emergency, call 911 using TTY or land line.   

 Use a “safer” TTY or computer for confidential  
conversations.   

 Identify code words or phrases to avoid impersonation.  

 Do not print and save conversations unless necessary. 
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• This is Zack your relay operator  5243 we have a 

message.  You’re a heartless, sick, nerdy b@$#%.  Die 

and go to hell.  End of message.  Thank you IP relay… 

• This is Ashley relay operator 7041 with a message.  Go 

suck some person…yes, hope you get AIDS.  End of 

message.   Thank you IP relay 7041 Goodbye.  End of 

message.  To delete this…. 

IP Relay Case  
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Spyware 
• Records all: 

• Keystrokes typed 
• Websites visited 
• Emails & instant messages  
• Details of applications and windows 

opened 
• It can:   

• Take snapshots of screen 
• Restart, shutdown, & logoff 

computer 
• Control the desktop and mouse 
• Make computer talk 
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Spyware  

• Sends info to monitor via email in the form of a 
detailed “Activity Report” and/or screenshots. 

• Operates in “stealth mode”, so difficult to detect. 

• Inexpensive ($30 and ) and easy to purchase. 

• Spyware can be installed by someone who has 
physical access to the computer/phone OR by 
sending an email, Instant Message, or text 
message. 
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Spyware Activity Report 
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Spyware for Phones 
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http://www.flexispy.com/ 
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Keystroke Logging Hardware 

• Can be keyboard ports, special keyboards, or mouse 

• No software to install or configure - just plug it in 

• Records every key 
typed, chat, email, 
internet, & more  

• Undetectable by 
software 

• Need physical access to 
install & remove 
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Keystroke Logging Hardware 

ANOKA COUNTY SHERIFF’S OFFICE 

Keystroke Logging Hardware 
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Laptop Keystroke Logger 

• 30 Second 
install. 

• Undetectable 
by software. 

• Large 
memory 
capacity.   
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• What’s out there about you? 

 

• How about the survivor, witnesses or 

suspects?   
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ZabaSearch ~ Free Databases 
Births 

Adoptions 

Courts 

Marriages 

Sex offenders 

Military 

Schools 

Property  

Vehicles 

Licenses 

Campaign $ 
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72% of online users are on social media 

ANOKA COUNTY SHERIFF’S OFFICE 

ANOKA COUNTY SHERIFF’S OFFICE 

MOST COMMON 

SOCIAL NETWORKS 

-Facebook 

-Instagram 

-Twitter 

-Pinterest 

-MyLife 

-MySpace 

-LinkedIn 

-Google+ 
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Setting up an 
Investigative Profile 

• **For investigative purposes only, not for 

engaging in chats** 

• Create an email address (gmail, yahoo, 

hotmail)  

• Choose which social site you need 

(facebook, twitter, foursquare, tumblr) 

• Create account 

ANOKA COUNTY SHERIFF’S OFFICE 
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Facebook 

• Created in 2004 by Mark Zuckerberg 

• For Harvard students at first then colleges in 
the Boston area then most universities 

• Sept 2006 open to everyone 13 and older 
with a valid email 

• Monthly active users as of March 2013 is 1.11 
billion of that mobile users account for 751 
million 
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To back up Facebook data 
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Instagram 

• Launched in 2010 

• An online photo and video sharing, and social 
network service 

• Bought by Facebook in Sept 2012 for 1 billion 

• Defines photos to a square shape (the new 
IOS 7 even made a feature in the camera to 
take square photos 

• As of Sept 2013 150 million users 

 

To create an Instagram account you need to download the 
application 
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Twitter 

• Social networking or micro blogging site 

• Launched in 2006 

• Tweets – text messages limited to 140 characters 

• By 2012 had more than 500 million users with more than 
340 million tweets a day 

• Tweets are public by default or you can set it up so that only 
your followers see what you tweet 

• Tweets can be posted by either the twitter website, 
smartphone application, or short message service (SMS or 
text message) 

• To group posts together you would use a hash tag (#) in your 
post 

• One of the ten most visited websites worldwide 
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Mobile Devices 

More people in the world have access to cell phones than 
toilets 
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Mobile Devices 

2007  I-phone reshaped the industry 
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Mobile Devices 

Use of smartphone users 
86% text 
82% use the web 
75% email 
63% social networking 
62% apps 
38% stream music 
28% video 
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Mobile Devices 

Information found 
 • Called phone numbers 

• Incoming call numbers 

• Missed call phone number 

• Address books 

• Contact lists 

• Memos/notes 

• Photos/Video 

 

• Voice recordings 

• Music 

• Web addresses 

• Internet activity history 

• Text messages/Chats 

• E-mail 

• Calendars 
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Mobile Devices 

Be mindful of what you download 
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Mobile Devices 

What can we recover? 

• It DEPENDS 

• Recover deleted calls and text messages 

• Recover deleted pictures 

• Passwords 

• Geo-location 

• Skype, Facebook 

• Apps = text free, snapchat, kik, etc 
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Mobile Devices 

What we can do and can’t do 
• Challenges - Passwords 

– Realistic expectations 
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Safety Tips 
 Regularly ask: 

• “Do you use a computer?” and  

• “Does the offender have onsite or remote access 
to it?” 

 Encourage using a “safer” computer at the library or 
elsewhere.  

 Discuss risk from tech savvy stalkers. 

 SPYWARE trumps all. 
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Safety Tips for Survivors 

 Create a new email account on a safer 

computer. 

 Change passwords frequently, don’t use obvious ones. 

 Don’t open attachments from an unknown source. 

 Install a personal firewall &  

anti-virus protection. 

ANOKA COUNTY SHERIFF’S OFFICE 

Privacy & Safety Tips 

• Talk to schools about records 

• Protect your home address and phone 
number  

• Protect your email address and Web 
postings   

• Search for yourself – often – using 
directories and information brokers 
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Safety Net can help! 
 

• Email them at: safetynet@nnedv.org 

 

• Visit the Website:   

www.nnedv.org 
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The Stalking Resource  

Center can help! 
• Call or email them:   

  202-467-8700, src@ncvc.org 

• Give victims the toll-free help line number:    

 1-800-FYI-CALL 

• Visit the website:  www.ncvc.org/src 
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Any additional info please contact 

Detective Brian Hill 

Brian.Hill@co.anoka.mn.us 

763-323-5038 

 

mailto:Brian.Hill@co.anoka.mn.us

