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Technology?
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U Cordial Working relationship

d Very Intimate




A COUNTY SHERIFF'S OF

Technology is not the enemy

« Criminals exploit situations to create
an advantage for themselves.

* We must keep up with the criminals
and work to enact progressive,
inclusive stalking legislation.
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Technology!

Can you imagine life today without these things?

* Phones * Video Relay &
. Faxes TTY Devices

« Computers * GPS (On Star)
* Internet » Cameras

Location &
Surveillance




Global
Positioning
Systems
(GPS)
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Why do stalkers use location
technology?

» Keep track of victims—learn routine, etc.
» Keep track of victim without being seen.
» Find new victims—boyfriends, etc.

» Scare and harass— “I'm watching and know
what you are doing”.

Global Positioning Systems

(G PS) . Commonly found in:
. Cell ph , PDAs
. Track . . " PocketPCs.
person/object &= . Watches
using satellite =& © Somtoms Coratan
technology.

. Can be small and easily
hidden.

. Active vs. Passive

. Affordable and readily

i'_} available.
= -j . Can track in real-time.
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Location Services
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Location Services

Spot Connect - GPS Sateliite Tracking with $149.99
iPhone and Android App SatPhaneStore
Todsy's smanghones provide 3 level of social connection

far beyond what we imagned just a few years ago. But

when you go beyond the reach of the

Mir GPS Tracker GSM GPRS Tracking SMS  $19.99

Real Time Vehicie torpanz
ciiption Working based on existing GSWGPRS

etwork, thes Mini Giobal GPS Tracking Dence is

connected with your Motoecyclel Battery Bike to

GPS Tracker Patent SMS me
GoogleMap on Celiphor

GPS realtima tracker for chid, vehicle. motor bike, pst
eldery or anything you want to watch. No contract or
monthly faes. Just insert your

0
TheChinamentory

Location Services

Vehicle Car GPS Tracker 1038 with Remote Control
GSM Alarm SD Card Slot Anti-theft
Pt

I
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[1] Inside plastic bumrr [2] In gap between window and hood (3] Inside stereo
speaker [4] In front dash (5] Under rear-dash fabric (6] In rear dash or third brake light
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RFID
Radio Frequency ldentification

L

Used on:
Bur Soap, Paper Products

RFID Privacy Issues

Hidden tags. Embedded in objects without knowledge.

Radio waves travel easily and silently through fabric, plastic, or other
objects.

Unique i i for all objects i Global item

can be linked to the purchaser.

Massive data aggregation. Records can be linked with personal
identifying data.

Hidden readers. Tags can be read at a distance.

Individual tracking and profiling. If identity were linked with unique
RFID tag numbers, individuals could be profiled and tracked without
their consent.
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Hidden Wireless & Wired Cameras

» Connection to Domestic Violence and Sexual Assault:

* Voyeurism D T
Child Pornography oo -4
Footage of consensual L ¥

sex, distributed without 4 'am y
consent

Footage of physical and
sexual assaults distributed

Upskirting and Downblousing
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What to know

Purchasing surveillance equipment is getting cheaper
-- kits start under $100.

Cameras can be hidden in just about anything.

Remote as well as hardwired cameras.

Plenty of information available on how to operate
systems.

Wired and wireless (how to find)

Cameras for Safety

v'Personal security— can put cameras up
around the home.

v'Can be used to document stalking or
capture evidence.
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Cellular Phones

- Caller ID, text messaging, call history, voice mail
can be monitored.

- Bluetooth technology.

- Can be used as a listening device:
Silent mode + Auto-Answer = surveillance

- Stealth Phones
- Use a safer/donated phone.

MAKEACELL '
PHONE WIRETAP! 4

SIM Card Spy Ear for Nosy Neighbors and Private Eyes

=3P
L=
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Caller ID Safety

When calling survivors, safety plan around the use of Caller ID
and Blocking.

Test lines frequently to make sure numbers are still blocked.

Survivors can block their number on a per-call basis (*67 in most
areas).

Optional phone services available such as distinctive ring, call

trace (*57), per call # blocking (*67), and call block of certain #'s
(*60).
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Caller ID & Block

Reverse directories give the physical address of a person/place
based on the phone number.

Using only the area code and first three digits, you can identify
someone’s neighborhood.

Calling cards may expose name.

Number is always available when calling toll-free numbers, even
with block.

Can be manipulated through Spoof Cards and VolP.

Spoofing Caller ID

Gives caller ability to change number shown on
ID, change voice, and record call.




Major Spoof Providers

« spoofcard.com
« telespoof.com
* phonegangster.com

« itellas.com (lItellas offers a security log search for law
enforcement available online)

« spooftel.com
« prankdial.com

Most will offer free sample calls
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Text Message Spoofing

Messages can be falsified, spoofed, or sent
anonymously from the carrier’'s website or services

*FakeMyText.com
*AnonTxt.com
*TextMeNow.net
*TextForFree.net
*TheAnonymousEmail.com

IP Relay

& 1P-RELAY.con
SPrt W o o e e TR

S Rey

T
T
Operators can facilitate

conversations through websites
or instant messages.
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IP Relay

+ Always a third party involved.
+ Impersonation is easy.
+ Conversations may be monitored with spyware.

v In an emergency, call 911 using TTY or land line.
v Use a “safer” TTY or computer for confidential
conversations.

v |dentify code words or phrases to avoid impersonation.
¥ Do not print and save conversations unless necessary.
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IP Relay Case

* This is Zack your relay operator 5243 we have a
message. You're a heartless, sick, nerdy b@$#%. Die
and go to hell. End of message. Thank you IP relay...

* This is Ashley relay operator 7041 with a message. Go
suck some person...yes, hope you get AIDS. End of
message. Thank you IP relay 7041 Goodbye. End of
message. To delete this....

Spyware

« Recordsall: \
- Keystrokes typed

- Websites visited

Emails & instant

Details of applications and windows

opened
It can:

. Take snapshots of screen Records Every Exact Detail of their
Restart, shutdown, & logoff PCand Internet Activity.
computer —]——- PC Magazine Edtors Chokce

- Control the desktop and mouse lg g
Make computer talk 3

Secretly Record an
Email, instant Messages and

10
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Spyware

+ Sends info to monitor via email in the form of a
detailed “Activity Report” and/or screenshots.

» Operates in “stealth mode”, so difficult to detect.

+ Inexpensive ($30 and /M) and easy to purchase.

. Sﬁyvyare can be installed by someone who has
physical access to the computer/phone OR by

sending an email, Instant Message, or text
message.
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WWeb Skes

{3 dvshekertour.org
-] wwvw.dvsheltertour.org
=3 google com
&3- www.google com
i Google Search: “domestic widlerce™
o Google Search: greyhound!,
= {3 grevhound.com
-2 weww.grevhound.com
o Greyhound Li

) Ticket Center Fares
E-E3 itn.net
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8 [ ——
e contistory incomingiouoing)
) campuwation incomingiousoing)

G Covtact Hame I Adaress book
nked 1o

B8 cors actnmy

View Screenshot

Mobile Screenshot

Web Report Screenshat

Try online dema
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- Can be keyboard ports, special keyboards, or mouse
No software to install or configure - just plug it in

Records every key

typed, chat, email, Plug & Play
internet, & more Installation

o —
Undetectable by —— \
software i g Kapoarepor ¢
Need physical access to R— e )
install & remove | oot _—

Keyboard Cable
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Keystroke Logging Hardware

COUNTY SHERIFF'S

Keystroke Logging Hardware

COUNTY SHERIFF'S

Laptop Keystroke Logger

° 30 Second The card is 100% passive,

install. requires no drivers, and is
undetectable by an

» Undetectable software on host PC.
by software.

» Large
memo_ry All typing is continuously
capacity. recorded by the

"KeyCarbon Raptor”
device, and stored on the
build-in flash memory card.
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Do You Coo Q
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» What's out there about you?

« How about the survivor, witnesses or

suspects?

ZabaSearch ~ Free Databases
ZABASEARCH

T 1 e Pecgio Searth e PARe fcemation Sosrch Enghe.

oo gl Susrch. Bt &l N s Sk
S S

Births
Adoptions
Courts
Marriages
Sex offenders
Military
Schools
Property
Vehicles
Licenses
Campaign $

14
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72% of online users are on social media
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Social networking site use by age group, 2005-2012

—llinternet users ——1829 3049 ——50-64 65
100%
oo %
o 78%
%
0%
oo oo
0%
%
o
0%
20% ,
10%
o i

Feb0S Aug-06 May-08 Apr-09 May-10 Aug-11 Feb-12 Aug-12 Dec-12 May-13

MOST COMMON

SOCIAL NETWORKS
-Facebook
-Instagram
-Twitter
-Pinterest
-MyLife
-MySpace
-LinkedIn
-Google+

the Google+project
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Setting up an
Investigative Profile
engaging in chats**

hotmail)

» Choose which social site you need
(facebook, twitter, foursquare, tumblr)

L Create account

YaroO!

oy

\ COUNTY SHERIFF'S (

[ ]
CGhoose your username N -
Rest o
Create a passwerd -

by Google

Confirm your password

Birthday
Monn

Gender

Tam. 3

Mabile phone

» **For investigative purposes only, not for

Googl

€

» Create an email address (gmail, yahoo,

“ra
i).']:?
& 9

I — _
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Facebook

¢ Created in 2004 by Mark Zuckerberg

¢ For Harvard students at first then colleges in
the Boston area then most universities

¢ Sept 2006 open to everyone 13 and older
with a valid email

e Monthly active users as of March 2013 is 1.11

billion of that mobile users account for 751
million

Facebook helps you connect and share with the

Sign Up
people in your life.

Iits free and aways will be.

«Back to Edit Pl

18



To back up Facebook data

General Account Setings.

e

[Pp— e 3

Download Your Information

Geta ) Facebook
onal archive of your Facebook photas, posts and messages. Lea
Start My Archive

What'sin your archive?
» An BhOCos o e

What's not in your archive?
s photos

g peofie nformation. Please
keep ths i mnd b 3




Instagram

Launched in 2010

An online photo and video sharing, and social
network service

Bought by Facebook in Sept 2012 for 1 billion
Defines photos to a square shape (the new
10S 7 even made a feature in the camera to
take square photos

o As of Sept 2013 150 million users

Capture and Share the
World's Moments

|ICACEER|

& App Store

To create an Instagram account you need to download the
application

wos 1wt e

« REGISTER

PROFILE

B3 use Your Facebook Info

€ Register

L Signin

20



oo Sprnt LTE s L

FACEBOOK

' Jod23

©

a ajmendozab17
. johnbartoszek Fol
ﬁ kellyphillips435
. kajaco2
& anglefs13

(A, smiajoie
2

0 564tamara

48 friends found.

wsecc Sprnt LTE 14

CONTACTS Next

|&] Find Friends from Contacts

esecc Sprnt LT 114 70 | 9% .

esecc Sprint LT 1115 70 o0%

SUGGESTED Jone EXPLORE <

8 demarcusware L

o Sprint LTE 1:08 79 % 87% DY

PHOTO (@)

————3 11067 likes

fashionclimaxx2

veera_x @xxshaaaarr heave
nurhayatyildiz66 &%
13ariie OMG | WISHHHH @

® e
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Inst.
SAT gui
K # %
1

twitterd

Follow your interests

followE=="

\ m—

22



It’s your turn. z
Join Twitter. fomance Wichwt

 tame ks great

amitchell2004@gmail.com W sl ama you @ corfernation

V/ Piset i obay
amitchell2004 V Usemams 1 st
Soqam. amichei2008

71 Kaog e loggedi 0n this computer

Welcome, Amanda Mitchell
The Twitter Teacher

This & a Tweel. Tweets ace shor messages that have up 10 140
m characters and can contain inks ke 110 /Twlc

e y—

.

Meth wil hexp my chest coid

Ricky Gervals 1/ 50 v
Some of you Twonks missed me on The Giobes. This should give:

~: Jim Carrey &
JmCarrey
Actor Jim Carrey
[ry—

5,185,817

My tavorie part of e turker is i jive. Hapoy Thanksghing!
2

ien Carrey
Vesterday Josus Jumped the fence in my backyard and 1an
37033 My lawn s;ging “my father owns thes”. In My excte

i Carroy a
While 25Kng for 3 sign #om heaven Buster became
flustered by the persistance of e Kissing Ssh. What coes 3
sig. A1
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you know

Find paople by name

¥ email

©! vahoo

5§ Hotmail & 3
Messanger

~ @ e

B TR

Tweets

CNBC - Cuie
Dow, Nasdag & S&P 500 Open in Positive Territory ct
Wmarkets

Denald J. Trump. naldTnsme 2
Enjoyed ghing a special video message yesterday at (@ralphreeds
Faith and Freedom SC Presigential Kickofl

meramer

i
Busk the Crowd in EUrope -

AIYARKOVIC ke
Oh, tnank goodness. Now | don't have o use that pork fioss
anymore taitpic CoMESALE:

Lady Gaga 5

SaTY | MEaNt Won'. "tod many beers Anyone watching the Giants
game?

Alyssa Milano - 225 iz
Scienlists Giscover MOral CoMpass i INe brain which can be

@sashakane @heyk

Conan O'Brien « Conanoenn

controlled by magnels daiymai co.ukisciencelech/ar. . a @ursuis

I are
meth wil neip my chest coid.

Ricky Gervai gunvals 1
Some of you Twonks missed me an The Globes. This should give
QSO . MAYPOSE CONVD
KO,

VA0 10 follow - Refresh - View il
Tap Pet Hotet

—
P ———

mpreRayCanabo

Nagr Beress iammad b
Evan Boume

The tastvooen s 3 Fungs

ComasttanLims § GUSTRNOEPIOE

i

Jim Cramer
Buck te Crowd in ELrope - 0w Iy BurPt

Donald J, Trump m ¢
Enjoyea givig a special video message yesterday al rapiress’s
Failn a0 Freedom SC Presidential Kickoft

Donald J, Trump (-0

y Inforvi e g prmary
China ppIng us Off and the state o e economy bit yDerpve

Jim Cramer
Angry (itiettx Investors Fight Back o iy whd by (3(poggl

Donald J. Trump

5 "deacr
pooc ralings. R0se IS a Stone coKl (cont) i gakrira

1d . Trump <00
The debate was greal fast night— al performed weil

EamningsCantral ssce .

CNBC i "
Dow. Nasdaq & S4P 500 Open in Postve Temtory cb CuWRVES
markets

CNBC 1 "
s Appe Set 1o Revolutionize the Temook Industry? <o cxyiSRe0
saaPL

DD RE@~-aa-—-

cnec
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Mobile Devices ~

More people in the world have access to cell phones than
toilets - = -

KA COUNTY SHERIFF'S OF

Devices

2007 I-phone reshaped the industry

KA COUNTY SHERIFF'S OF

Mobile Devices N

Use of smartphone users
86% text
82% use the web
75% email
63% social networking
62% apps
38% stream music
28% video

-
-

25
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Mobile Devices

Information found

Called phone numbers * Voice recordings
Incoming call numbers * Music

Missed call phone number * Web addresses
Address books * Internet activity history
Contact lists * Text messages/Chats
Memos/notes e E-mail

Photos/Video e Calendars

Be mindful of what you download | St

Camera

Your applications informatien
Phone calls

Network communication

Hide

Mobile Dev

What can we recover?

Storage

MNetwork communication

A COUNTY SHERIFF'S OF

It DEPENDS

Recover deleted calls and text messages
Recover deleted pictures

Passwords

Geo-location

Skype, Facebook

Apps = text free, snapchat, kik, etc

26
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Mobile Devices ~

What we can do and can’t do

» Challenges - Passwords
— Realistic expectations

A COUNTY SHERIFF'S OF

Safety Tips
v Regularly ask:
- “Do you use a computer?” and

- “Does the offender have onsite or remote access
to it?”

v Encourage using a “safer” computer at the library or
elsewhere.

v Discuss risk from tech savvy stalkers. g

\
:Doa \
v SPYWARE trumps all. S«

27
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Safety Tips for Survivors

v’ Create a new email account on a safer
computer.

v Change passwords frequently, don’t use obvious ones.

v Don’t open attachments from an unknown source.

v Install a personal firewall &
anti-virus protection.

COUNTY SHERIFF'S OF

Privacy & Safety Tips

Talk to schools about records

Protect your home address and phone
number

* Protect your email address and Web
postings

Search for yourself — often — using
directories and information brokers

Safety Net can help!

* Email them at: safetynet@nnedv.org

* Visit the Website:
www.nnedv.org

28
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The Stalking Resource
Center can help!

Call or email them:
202-467-8700, src@ncvc.org

Give victims the toll-free help line number:
1-800-FYI-CALL

Visit the website: www.ncvc.org/src

COUNTY SHERIFF'S OF

Any additional info please contact

Detective Brian Hill
Brian.Hill@co.anoka.mn.us
763-323-5038
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