
STATEWIDE EMERGENCY COMMUNICATIONS BOARD 
 

INTEROPERABILITY COMMITTEE 

Tuesday, September 20, 2016   1:00 p.m. 
Chair: Dave Thomson 

MnDOT Arden Hills Training Facility 
1900 West County Road I  

Shoreview, MN 55126 

Call-in number: 1-888-742-5095 
Conference code: 2786437892# 

MEETING AGENDA 

Call to Order 

Approval of Agenda 

Approval of Previous Meeting Minutes - March 
 
Action Items 

• SOA-R Change Management (Stromberg) 

New Business 

Old Business 

Reports 

• Change Management (Stromberg) 
o Additional Encrypted LTAC Talkgroups 

 
• ECN Report (Stromberg)  

o Border State Interoperability  
o COMU Program Direction and Plan 
o COMU Training and Exercising 

Adjourn 
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STATEWIDE EMERGENCY COMMUNICATION NETWORKS 

INTEROPERABILITY COMMITTEE 
August 16, 2016 1:00 p.m.  

Chair: Dave Thomson 
Special Meeting by Conference Call 

MEETING MINUTES 

Attendance:  
Members/alternates: 

Chair: Dave Thomson/vacant—MN Chiefs of Police Association 
Vice Chair:  Tim Boyer/vacant  – Minnesota State Patrol 
Dean Weis/Steve Ouradnik – MN Dept. of Corrections 
Dan DeSmet/Mary Borst– MN Ambulance Association 
Bill Schmidt/Vacant – MN Department of Health 
Brian Askin/Dan Kuntz – MN DNR 
Tim Lee/Mukhtar Thakur/Brad Peters /John Anderson/ John Mohn– MnDOT 
Bob Norlen – MN EMSRB 
Ron Jansen/Chris Kummer– MESB 
John Sanner/vacant – MN Sheriffs Association 
Ulie Seal/Vacant – MN Fire Chief’s Association 
Lance Lehman /Bill O’Donnell –MN Bureau of Crime Apprehension 
Pat Coughlin/Vacant – MIFC 
Mike Martin/Brian Smith – Federal Seat 
B.J. Battig/Vacant – UASI 
Tom Simota/vacant– MN National Guard 
John Dooley/– HSEM 
Michael Wisniewski - HSEM Greater MN 
Terry Stoltzman/Vacant – HSEM Region 6 
Rick Freshwater/Mark Darnell – SE MN RAC 
John Maatz/Paul Johnson - SW MN ECB 
Brett Miller/Darrin Haeder – SC MN ECB 
Micah Myers/Kristen Lahr– Central MN ESB 
Kerry Swenson / Monte Fronk – NE MN ECB 
Dave Olson/Bryan Green– NW MN ECB 
Chad Steffan, Lower Sioux, Tribal Government 
vacant– Association of MN Emergency Managers (AMEM)
*Members attending marked with highlight. 
 
Guests:  
Jim Stromberg, DPS-ECN 
Rick Juth, DPS-ECN 
Marcus Bruning, DPS-ECN 
Carol-Linnea Salmon, DPS-ECN 
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Nate Timm, Washington County 
Judy Siggerud, Ottertail County 
Jim Jarvis, OEC 
Dave Sissor, Western Communications 
Ken Yurrick, Itasca County 

CALL TO ORDER 

Chair Thomson calls the meeting to order at 1:05 p.m. 

APPOVAL OF THE AGENDA  

Chair Thomson asks for a motion to approve the agenda. 
 
Monte Fronk makes a motion to approve the agenda.  
Mike Wisniewski seconds the motion  
Motion carries. 

APPROVAL OF MINUTES 

Chair Thomson asks if there are any changes to the March meeting minutes.  

Wisniewski makes a motion to approve the March minutes.  
Fronk seconds the motion.  
Motion carries. 

ACTION ITEMS 

LTAC-E CHANGE MANAGEMENT (STROMBERG) 

Jim Stromberg introduces the LTAC-E Change Management proposal, which was presented by Hennepin County. 
He notes that there is a new change management standard that will likely be approved by the SECB in a few weeks 
but the LTAC-E Change Management item was approved by the OTC under the old standard. The OTC determined 
that it a major technical change and authorized a work group to explore the issue. The workgroup was comprised 
of Nate Timm who provided a report (included in the meeting materials). The request today is for the IOC to make 
a decision whether this is a major or minor change management issue and whether or not to form a workgroup or 
join with the OTC workgroup. The OTC at its recent meeting approved a proposal that four additional LTAC-Es be 
added and this recommendation will be sent to MnDOT, the regions, and the Finance Committee for review, as 
required by the change management standard.  

Nate Timm reports that a number of months ago it was noticed that the LTAC encrypted talkgroups were 
congested. Hennepin County did a study of talkgroup loading and found that over 50% of the users were from the 
metro. The metro is looking to add at least two encrypted talkgroups. As more and more are using, the thought is 
that this issue will get worse. After reviewing other options, the OTC decided that adding a total of four encrypted 
talkgroups would address current and future needs. 
 
Ron Jansen makes a motion that it this should be considered a major change under the change 
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management process and to combine this committee’s efforts with the OTC’s workgroup to study this. 
Micah Myers seconds the motion. 
 
Chair clarifies that this does not include the LE SIUs.  
 
Stromberg responds that the OTC moved to add four encrypted LTACs and not anything with LE SIUs. He 
recommends that the IOC parallel with the OTC on this. 
 
Motion carries.  

Stromberg asks if the committee would like to add to the workgroup which presently is only Nate Timm. 
 
Micah Myers will join.  
 
Ron Jansen thinks it should include some people who deal with encryption more than he does. For example, 
Hennepin County and the City of Minneapolis use them and he thinks they should have an input. A good contact at 
Hennepin County would be Curt Meyer or King Fung.  
 
Stromberg or Timm will contact Hennepin County.  Timm will reach out to Lance Lehman as well.  
 
Jansen says we also need to look at Home Zone mapping, what encryption key needs to be used, whether or not we 
are going to allow them to be patched. That needs to be further defined by the workgroup. 

NEW BUSINESS (JIM STROMBERG) 

LTACS IN CACHE RADIOS 
Stromberg introduces a discussion about whether LTACs should be included in non-law enforcement radios. The 
State Fair police radios all had LTACs in them. Should cache radios have LTACs? He polled and got mixed 
responses. There are two standards that both say they belong only in law enforcement radios. Does this committee 
have any issues with LTACs being in cache radios if those radios are deployed for law enforcement?  

Discussion about using LTACs in cache radios that will be deployed for law enforcement.  

Chair Thomson asks if anyone has an issue with an agency programming a cache for law enforcement only with 
LTACs.  Agreement that there is not a problem with it.  

 
MNFOG  

Stromberg introduces a discussion about the Minnesota Field Operations Guide (MN FOG), which was included in 
the meeting materials. He notes that it is in draft form and that he is not looking for approval at this point. He 
wanted to send it out for awareness of the progress and to ask the regions and committee for guidance on a couple 
of issues. When the workgroup feels it is ready, he will bring it back to this committee and out to the regions.  
 
He would like to know from the regions the regional contact information to include in the governance section. 
Stromberg would appreciate if regions send him the name of a primary contact person and contact information. A 
new section was added in the back which includes a ten-digit dialing number for PSAPs. He would like to know 
what the best ten digit number to include is. 
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TRIBAL INTEROP ZONE 
Stromberg reports that as he was working on the MN FOG, he copied over the tribal interop zone and noticed that a 
decision had been made at some point to use the regional sevens. He noticed that the South Central and the Metro 
were both missing from the tribal interop zone.  A dilemma with publishing the MN FOG is that Stromberg doesn’t 
think any region has adopted or permitted that number 7 be used. He finds no record that any committee or SECB 
said yes. His goal is to get a regional endorsement of maintaining the tribal interop zone so he can put it in the new 
MN FOG. If a region objects, he asks that they formally say no or that the tribes request it. The Metro has said the 
tribes need to ask the Metro TOC for permission first. Stromberg asks that the regions weigh in on their position 
regarding the tribal interop zone.  

Stromberg feels the need for the tribal interop channel has run its course. His recommendation would be to sunset 
it but he wants to be respectful of tribal leadership. 
 
Fronk recommends that Stromberg look to the tribal nations because it is a still a useful tool. For example, in the 
Northwest region where we are still getting people on board with ARMER.  For incidences on the reservation it 
would be nice to have it. He will bring it to the Northeast region and ask the tribes to consider it. He can bring it to 
the other agencies and see what their thoughts are. Minnesota is the only state that has a tribal dedicated talk zone 
to meet the governor’s order. 
 
Stromberg says for clarification his recommendation would be to sunset the ARMER interop tribal zone but to keep 
the VHF tribal interop zone.  
 
Chad Stefan with the Lower Sioux says we have the zone in all of our tribally owned radios. When it comes to all of 
the regional TAC-7s—for the four southern tribes we have mutual aid agreements and travel across the southern 
part of the state. It is nice to have that region. There is a lot of conversation that could go into this. 
 
Stromberg says if the regions do not proactively get back to him that they authorize this code 7 to be included, he 
does not feel comfortable including it. Maybe the whole tribal interop zone needs to be in a different discussion. As 
it relates to MN FOG he is not comfortable publishing it in MN FOG.  
 
AERIAL REPEATER 
At the FEMA meeting, Stromberg learned about how the civil air patrol is using aerial repeaters. Since then he has 
learned about three different incidents in Northern Minnesota where radio coverage was poor and a portable 
tower would have been very helpful. He talked to the civil air patrol in Minnesota and they are interested and have 
funding for federally funded search and rescue. He has not talked to DNR and has more research to do. Before he 
pursues this any further, he would like to know from the committee if this seems like a valuable enhancement to 
our strategic technology reserve. The ability to use a gateway type device that can be thrown in an aircraft and 
being able to tie together an 8-TAC simplex to VLAW 31 and to communicate through that aerial gateway back to a 
PSAP, as an example. 
 
Discussion. Chair Thomson sums up the main issues as financial, technical and regulatory. He thinks researching it 
would be great and looks forward to hearing more about it.  
 
COMU WORKGROUP 
Stromberg reports that the COMU Workgroup has been meeting monthly and primarily focusing on creating a 
mission for the program and will then look at specifics on organizing trainers, training, and exercise. The 
workgroup has created a purpose statement, which is included in the meeting packet.  
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LOCKBOXES FOR STRATEGIC RESERVE TOWERS 
The Northeast region is requesting a realtor type lockbox to be placed on every tower and the keys be kept in the 
lockbox with a common combination. Literature on a sample lockbox was enclosed in the meeting materials. 
Stromberg proposes that the committee recommend that all of the regions use some of the funds available for this 
purpose to install a realtor type lock box on the trailers. 
 
Discussion about adding lockboxes. Agreement to move the item forward. Stromberg will work with the Northeast 
region to recommend a specific make and model of lockbox so we are all getting the same product and to 
recommend a location and method for mounting it. He will send that information out to the regions with a wide 
timeline for getting it done. 
 
REGIONAL CONTACT PERSON FOR MN DUTY OFFICER 
Stromberg said the contacts are old. He would like to update the information to include three or four names from 
each region and multiple ways to contact each person so if they get a request for a piece of equipment they know 
whom to contact in each region. Stromberg drafted a form for the regions to fill in. He would like to have this 
information come out by way of the minutes and phone call. 
 
FIXED 8CAL OR 8TAC REPEATER MAP 
Stromberg would like to get this on the ECN website and use it but it’s still in a draft mode. He would like every 
region to take a look at it and give feedback. The circles are not exact but approximate.  
 
REPORTS 
US-CANADA INTEROPERABILITY AGREEMENT 
An article about the US-Canada Interoperability Agreement was submitted in the meeting materials. Minnesota is 
way ahead of the curve with the Ontario project and we should be proud. 
 
THE NPSTC CHANNEL NAMING RECOMMENDATION 
This report, included in the meeting materials, recommends how interop channels should be named. Stromberg 
notes to please keep it in mind as we moved forward.  

SOA-R CHANGE MANAGEMENT 
This was not on the agenda but that was an oversight.  Stromberg reports that the Scene of Action Repeater Change 
Management issue was presented to the OTC and the OTC supported pursuing SOAs in a simplex fashion and also 
using 8TACs in a repeated fashion. The OTC asked the Interoperability Committee to formally endorse using 8TACs 
as their use is spelled out in NPSPAC Region 22 rules.  Stromberg reported that those rules state that “normally” 
8TACs should be used for interoperability between incompatible radio systems.  The OTC supported using 8TACs 
for this coverage solution as long as the Interoperability Committee formally supports it.   Following the Change 
Management process, the OTC advanced this item to MnDOT, SMG, regions, and Finance.  The OTC recommended 
that a standard be drafted which is underway by the workgroup.  The workgroup will bring the standard back to 
the IOC for formal review. 
 
ECN REPORT 
Stromberg reports that everything is moving along and his updates are included in the meeting materials. The only 
project that is behind schedule is the review of all of the strategic technology equipment. He would like to visit 
every region to look at every tower and get an understanding of all of the processes to level set and to do an 
inventory. He is behind because of the time it takes to get out to every region.  
 

Meeting adjourns at 2:44 p.m.  



Change Manage Progress Form 
Scene of Action Repeater (SOAR) 

Summary of Suggestion 
Request to use conventional channel SOA-3 as a repeated channel to provide a low cost coverage solution in rural 
areas where in-building ARMER coverage suffers and without demand or resources for ARMER enhancements. 
 
Change Sponsor (entity) 
Central Emergency Communications Board for Stevens County. 
 
Sponsor’s Representative (person) 
Micah Meyers 
 
First Introduction to an OTC or IOC 
October 13, 2015 
 
Standard(s) Impacted 
3.15.0 (Use of 700 MHz and 800 MHz Statewide Scene of Action (SOA) Channels) 
3.24.0 (RF Control Stations)? 
3.25.0 (Radio to Radio Cross Band Repeaters)? 
3.33.3 
 
 

Technical/System Change Suggestion 
 

OTC Decision about whether Technical/System Change Suggestion would be a 
Major or Minor Change (if applicable) 

Major Minor 
 

April 12, 2016: OTC identified this as a Major Change 
Management request. 

 

 Identified as a Major Change 

 
If a Major Technical/System Change If a Minor Technical/System Change 

OTC Review of Necessity and Substantial Benefit 
If YES, move on to MnDOT 

If No, return to Proponent 
MnDOT System Administrator’s Recommendation 

 
May 10, 2016: OTC asked Al Fjerstad to form and lead 

a workgroup to explore this question. 
The workgroup was authorized to move this item on to 

MnDOT and System Admins for input. 
 

June 14, 2016: Al reported to OTC that there was a 
poor response to his request for workgroup members.  
OTC guided that he try again and then move forward. 

 
July 18, 2016: Al reported he was too busy at work to 
follow up.  Jim will get group formed to review the 

“necessity and benefit” of this proposal.  Al provided 
Workgroup membership info to Jim. 

 
July 28, 2016 

Workgroup met and recommended using an 8TAC 
instead of an SOA.  Memo drafted and sent to OTC. 

 
August 9, 2016 

n/a 



Change Manage Progress Form 
Scene of Action Repeater (SOAR) 

SOAR discussed at OTC.  Suggestion received that a 
simplex SOA be allowed as an option as well as 

repeated 8TACs.  OTC supported using 8TACs and 
simplex SOAs.  Tim Lee suggested that IOC should 

formally endorse this use of 8TACs.  Motion to move 
to IOC for further consideration.  Also included in 

motion was to send to MnDOT for Technical Review, 
SMG for System Admin review, regions, and Finance 
Committee.  Recommended that a Standard be drafted 

to address this topic.  In progress. 
 

 
If a Major Technical/System Change 

MnDOT Technical Review 
 

September 8, 2016: Sent to Tim Lee by email. 
 

 
If a Major Technical/System Change 

System Administrator Review 
 

September 8, 2016: Sent to John Anderson by email. 
 

 
If a Major Technical/System Change 

Regional Input 
 

September 8, 2016: Sent to all RAC Chairs by email. 
 

 
If a Major Technical/System Change 

Finance Committee Review and, if applicable, Regional Concurrence in Local Share 
 

September 8, 2016: Carol asked to add to Finance Cmte agenda. 
 

 
If a Major Technical/System Change If a Minor Technical/System Change 

OTC Review and Recommendations If a Standard Revision is Required, OTC Review and 
Recommendations 

 
 
 

n/a 

 
If a Major Technical/System Change If a Minor Technical/System Change 

SECB Decision MnDOT Decision 
 
 
 

n/a 

 
 
  



Change Manage Progress Form 
Scene of Action Repeater (SOAR) 

Operational/SOP Change Suggestion 
 

IOC Decision about whether Operational/SOP Change Suggestion would be a 
Major or Minor Change (if applicable) 

Major Minor 
 

May 17, 2016: Interop Cmte identified this as a 
MAJOR change and empowered the workgroup to sort 

out the next steps, per standard. 
 

May 18, 2016: Email sent to Al advising that the IOC 
wants to add two people to the workgroup and offering 
assistance if those volunteers do not become apparent. 

 
Workgroup should consider 
• Comm Truck additions 
• Ability to be encrypted  

 

n/a 

 
If a Major Operational/SOP Change If a Minor Operational/SOP Change 

IOC Review of Necessity and Substantial Benefit 
If YES, IOC Determines Change Proposal Review 

Requirements 
If No, return to Proponent 

ECN Recommendations 

 
May 18, 2016: This should be decided by the 

workgroup. 
 

 

 
If a Major Operational/SOP Change 

IOC Requirements for Assessments and Focus Groups 
 

August 16, 2016: Workgroup already exists and is working on standard.  No objections to moving forward with 
using simplex SOAs and repeated 8TACs.  Workgroup should bring standard back to IOC for approval. 

 
September 8, 2016: Draft standard sent to MnDOT, SMG, and regions for input.   

 
 

If a Major Operational/SOP Change 
ECN Report 

 
 
 

 
If a Major Operational/SOP Change 

Facilitator Reports 
 

See workgroup info. 
 

 
If a Major Operational/SOP Change 

MnDOT Report 
 

September 8, 2016: Sent to Tim Lee by email. 
 



Change Manage Progress Form 
Scene of Action Repeater (SOAR) 

 
If a Major Operational/SOP Change 

ECN Report 
 
 
 

 
If a Major Operational/SOP Change 

Reports and Assessments Circulated to Regions (ECBs, RAC, O&Os) 
 
 
 

 
If a Major Operational/SOP Change 

Finance Committee Review and, if applicable, Regional Concurrence in Local Share 
 
 
 

 
If a Major Operational/SOP Change If a Minor Operational/SOP Change 
IOC Review and Recommendations IOC Review and Recommendations 

 
 
 

 

 
If a Major Operational/SOP Change If a Minor Operational/SOP Change 

SECB Decision SECB Decision 
 
 
 

 

 
 



 

To:  John Anderson (System Managers Group) 
  Tim Lee (MnDOT) 
  SECB Finance Committee 

Dewey Johnson (Northeast Regional Advisory Committee) 
  Neil Dolan (Northwest Regional Advisory Committee) 
  Micah Meyers (Central Regional Advisory Committee) 
  Ulie Seal (Metropolitan Emergency Services Board) 

Bill Flatten (Southwest Regional Advisory Committee) 
Tim Mohr (South Central Regional Advisory Committee) 

  Dave Pike (Southeast Regional Advisory Committee) 
From:  Jim Stromberg, ARMER Program Manager 
Date:  September 12, 2016 
Subject: LTAC-E Change Management Request 
 
 
As we are sure you are well aware, Hennepin County presented a Change Management request 
to the OTC asking that the state create two additional encrypted LTAC talkgroups.  Both the 
OTC and the IOC have identified this request as a “major” change request and this request is in 
the Change Management process. 
 
To date, the OTC has created a workgroup and accepted a report from it recommending that four, 
rather than two, new encrypted LTAC talkgroups be created.  The IOC has asked the same 
workgroup to further explorer a few items and the workgroup has done so.  A report detailing 
progress, discussions, and meetings as well as the original proposal are attached.   
 
The workgroup was authorized to advance this topic through the next steps in the change 
management standards, including reviews by MnDOT, the SMG, the Finance Committee, and 
the regions.  Will your groups please consider the LTAC-E proposal and provide feedback to the 
workgroup through Jim Stromberg. 
 
Thank you. 



Change Manage Progress Form 
Additional Encrypted LTAC Talkgroups 

Summary of Suggestion 
Addition of two encrypted law enforcement talkgroups 
 
Change Sponsor (entity) 
MESB 
 
Sponsor’s Representative (person) 
Curt Meyer, Hennepin County – curtis.meyer@hennepin.us, 612-596-1922 
 
First Introduction to an OTC or IOC 
Introduced by Curt Meyer to the OTC on May 10, 2016.  A Change Proposal form was included. 
 
Standard(s) Impacted 
Proposal identified only 3.19.0 - Use of 800 MHz Statewide LTAC and SIU Interoperability Talkgroups 
 
 
 

Technical/System Change Suggestion 
 

OTC Decision about whether Technical/System Change Suggestion would be a 
Major or Minor Change (if applicable) 

Major Minor 
 

May 10, 2016: the OTC decided that this was a Change 
Management matter and the change would be a 

MAJOR Technical/System change.  The OTC advised 
that a workgroup should be formed. 

 
June 14, 2016: Jim advised that the workgroup had not 

yet been formed because of pushback from regions 
about too many workgroups.  Need for workgroup was 

reinforced and Nate Timm agreed to chair it and 
identify members. 

 
July 27, 2016: Received report from Nate that he 

intended to send to OTC via Joe G.  Looked thorough.  
Email sent to Nate advising that he should include his 

recommendations for the next steps in the Change 
Management process. 

 

n/a 

 
If a Major Technical/System Change If a Minor Technical/System Change 

OTC Review of Necessity and Substantial Benefit 
If YES, move on to MnDOT 

If No, return to Proponent 
MnDOT System Administrator’s Recommendation 

 
August 9, 2016: OTC approves four additional 

LTAC-Es.  Forwards to MnDOT, SMG, regions, and 
Finance for review. 

 

n/a 

 
  



Change Manage Progress Form 
Additional Encrypted LTAC Talkgroups 

If a Major Technical/System Change 
MnDOT Technical Review 

 
August 25, 2016: Workgroup suggests sending update to Tim Lee after they review today’s meeting notes. 

 
August 26, 2016: Curt, Nate, and John all reported that my meeting notes looked ok.   

 
September 12, 2016: Summary sent to MnDOT for review. 

 
 

If a Major Technical/System Change 
System Administrator Review 

 
August 25, 2016: Workgroup suggests sending update to John Anderson after they review today’s meeting notes. 

 
August 26, 2016: Curt, Nate, and John all reported that my meeting notes looked ok.   

 
September 12, 2016: Summary sent to SMG for review. 

 
 

If a Major Technical/System Change 
Regional Input 

 
 

If a Major Technical/System Change 
Finance Committee Review and, if applicable, Regional Concurrence in Local Share 

 
 

If a Major Technical/System Change If a Minor Technical/System Change 

OTC Review and Recommendations If a Standard Revision is Required, OTC Review and 
Recommendations 

 n/a 
 

If a Major Technical/System Change If a Minor Technical/System Change 
SECB Decision MnDOT Decision 

 n/a 
 
 
 

Operational/SOP Change Suggestion 
 

IOC Decision about whether Operational/SOP Change Suggestion would be a 
Major or Minor Change (if applicable) 

Major Minor 
 

May 17, 2016: Mentioned to IOC that issue would be 
on the next agenda as an item.  IOC needs to decide if 

this is a major or minor change. 
 

August 16, 2016: IOC decided this was a Major 
Change. 

 

n/a 

 
  



Change Manage Progress Form 
Additional Encrypted LTAC Talkgroups 

If a Major Operational/SOP Change If a Minor Operational/SOP Change 
IOC Review of Necessity and Substantial Benefit 
If YES, IOC Determines Change Proposal Review 

Requirements 
If No, return to Proponent 

ECN Recommendations 

 
August 16, 2016: IOC recommended that the OTC 

workgroup should study this further.  Specific items to 
study include home zone mapping, encryption keys, 

and patching rules.  Micah offered to join the 
workgroup.  Suggested that King Fung or Curt Meyer 

join the workgroup with Nate. 
 

August 17, 2016: Email sent to John (per Nate’s 
suggestions) and Curt asking if they could be part of a 

meeting to finish this discussion.  Asked that they 
forward to King.  John suggested Ron and Rod join 

discussion for their Home Zone Mapping knowledge. 
 

August 19, 2016: Meeting invite sent to Nate, John, 
Curt, King, Rod, and Ron for 8/25/16. 

 

n/a 

 
If a Major Operational/SOP Change 

IOC Requirements for Assessments and Focus Groups 
 

August 16, 2016: OTC decided this was a major issue and supported the OTC workgroup should study this 
further.  Specific items to study include home zone mapping, encryption keys, and patching rules. 

 
 

If a Major Operational/SOP Change 
ECN Report 

 
 

If a Major Operational/SOP Change 
Facilitator Reports 

 
August 25, 2016: Workgroup call held.  Attendees: King Fung, John G., Curt M., Nate T., Ron J., and me.   

Encryption Key: Keep same as others.  May be time to review encryption standards but not as part of this process. 
Home Zone Mapping: Mostly metro use.  Not much demand for patching.  LTACE1-4 currently in Zone 4.  

Recommend putting 2 of the new ones in zone 1 and the other two in zone 2. 
New talkgroups v repurposing SIUs: Leave SIUs alone.  Create new talkgroups. 

Patching Rules: Use existing standards.  Consider reviewing the patching standards while reviewing the 
encryption standards. 

Discussion about if there are enough non-encrypted LTACs and the thought was that there were.  STACs also 
available.   

I should draft an update and sent it to this group for review and then forward to SMG (John) and MnDOT (Tim).  
Pending. 

 
August 26, 2016: Curt, Nate, and John all reported that my meeting notes looked ok.   

 
September 12, 2016: Summary sent to MnDOT for review. 

 
 
 



Change Manage Progress Form 
Additional Encrypted LTAC Talkgroups 

If a Major Operational/SOP Change 
MnDOT Report 

 
 

If a Major Operational/SOP Change 
Reports and Assessments Circulated to Regions (ECBs, RAC, O&Os) 

 
 

If a Major Operational/SOP Change 
Finance Committee Review and, if applicable, Regional Concurrence in Local Share 

 
 

If a Major Operational/SOP Change If a Minor Operational/SOP Change 
IOC Review and Recommendations IOC Review and Recommendations 

  
 

If a Major Operational/SOP Change If a Minor Operational/SOP Change 
SECB Decision SECB Decision 
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Allied Radio Matri  for E erge c  Respo se ARMER  

Change Proposal 

1. Administrative Information: 

Type of Change (Technical or Operational) 

Technical and Operational 

Date Submitted:  

Submitter (e.g., Regional Radio Board or state agency): 

Metropolitan Emergency Services Board - MESB 

Change Sponsor (Individual) Contact Information: 

Curt Meyer, Hennepin County – curtis.meyer@hennepin.us, 612-596-1922 

2. Summary of proposed change(s): 

Add 2 statewide encrypted law enforcement talk groups (LTAC9E & LTAC10E) 

3. Existing SRB standards impacted: 

3.19.0 - Use of 800 MHz Statewide LTAC and SIU Interoperability Talkgroups 

4. Scope of Change: 

Impact on users (e.g., majority of users, minority of users, number of counties/regions): 

All law enforcement radios that are equipped with DES-OFB encryption.  

Impact on the placement of resources in communications equipment (e.g., upgrades): 

2 encrypted talk groups to be added to encrypted law enforcement radios. 

Impact on operational procedures (e.g., changes to operational standards): 

Language for statewide encrypted law enforcement talk groups must be updated in the existing radio standard. 

Impact on user training (e.g., training required for compliance): 

Minimal training would be required as currently there are statewide encrypted talk groups.  

Impact on reprogramming or configuration of end-user equipment: 

Subscribers: Some training would be required as currently there are no regional encrypted radio resources. 

Consoles: All law enforcement PSAP radio consoles would add the resources. 

Other equipment: These new resources should be recorded. 

 

mailto:curtis.meyer@hennepin.us
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5. Existing deficiencies, problems, needs addressed by the proposed changes: 

Frequently all 4 encrypted statewide encrypted law enforcement talk groups are in use leaving none available for 

use.  

Expected improvements & benefits resulting from the change: 

More encrypted interoperable law enforcement statewide talk groups are available for use. This will relieve 

current congestion making additional encrypted interoperable law enforcement talk groups available. More 

encrypted law enforcement radios are being added. This will allow for future expansion.  

6. Proposed implementation & transition plan including timeline, milestones and training: 

Start and End Date: 

Beginning of the next Change Management radio programming cycle. No end date.  

Description of Implementation Plan: 

Add to dispatch consoles, then to subscriber radios.  

7. Preliminary assessments which have been completed (documentation attached): 

See attached documentation. 

8.  List of Attached proposed new or revised Standards, Plans or Best Practices Guides: 

3.19.0 - Use of 800 MHz Statewide LTAC and SIU Interoperability Talkgroups 

9. Other Attachments: 
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10. Tracking and Approvals: 

 

Submitter Approval:            

     Signature     Date 

 

DECN Receipt:             

     Signature     Date 

 

OTC/IOC Determination of Need:          

     Signature     Date 

 

MnDOT/ECN Approval:            

     Signature     Date 

 

OTC/IOC Approval of Assessments:          

     Signature     Date 

 

Finance Committee Approval:           

 (if required)   Signature     Date 

 

Final SRB Approval:            

     Signature     Date 

 



User Total PTT Total Usage

State Agencies - MN 37 1988 1.2%

Federal Agencies 96 26333 15.9%

Non Metro Agencies 182 19592 11.8%

Metro Agencies 333 117897 71.1%

Total 

165810 100%

LTAC5E



User Total PTT Total Usage

State Agencies - MN 39 2000 1.2%

Federal Agencies 95 26327 15.9%

Non Metro Agencies 181 19586 11.8%

Metro Agencies 333 117897 71.1%

Total 

165810 100%

LTAC6E



User Total PTT Total Usage

State Agencies - MN 12 843 2.0%

Federal Agencies 48 13244 31.6%

Non Metro Agencies 119 6084 14.5%

Metro Agencies 108 21789 51.9%

Total 

41960 100%

LTAC7E



User Total PTT Total Usage

State Agencies - MN 22 4382 4.7%

Federal Agencies 40 41055 44.2%

Non Metro Agencies 113 17244 18.6%

Metro Agencies 82 30201 32.5%

Total 

92882 100%

LTAC8E
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Allied Radio Matrix for Emergency Response System (ARMER) 

Standards, Protocols, Procedures 

 

 
Document Section 3 Interoperability Standards Status:  Complete 

State Standard Number 3.19.0 

Standard Title Use of 800 MHz Statewide 

LTAC and SIU Interoperability 

Talkgroups 

Date Established  SRB Approval: 3/28/2013 

Replaces Document Dated 03/19/2013 

Date Revised 3/25/2016 

 

1. Purpose or Objective 

 

The purpose of this standard is to establish policy and procedures for use of the 800 MHz 

statewide law enforcement interoperability talkgroups. The LTAC and SIU talkgroups are a 

system wide resource to facilitate communications between law enforcement agencies 

including, but not limited to, Special Investigative Units that typically do not communicate with 

each other on a regular basis. 

 

2. Technical Background 

 

� Capabilities 

It is possible to have access to one or more common pool of clear and encrypted talkgroups in 

radios used by agencies that share the statewide 800 MHz radio system.  These clear and 

encrypted talkgroups can be used for a wide range of intercommunication when coordination of 

activities between personnel of different agencies is needed on an event. 

 

� Constraints 

LTAC5E through LTAC10E can be used by all law enforcement agencies with encrypted radios 

and can be programmed in law enforcement dispatch consoles. 

 

The LTAC5E through LTAC10E and SIU1E through SIU4E talkgroups are always encrypted. 

 

SIU1E through SIU4E are only to be use by Special Investigation Units; for example, Gang and 

Drug task forces, SWAT, etc.  SIU1E through SIU4E may not be programmed in dispatch 

consoles. 

 

When using SIU1E through SIU4E, if non-Special Investigation Unit officers and dispatchers 

need to participate in an activity, it is up to the local incident command to supply those persons 

with radios that have SIU1E through SIU4E. 

 

SIU1E through SIU4E are not to be patched with any other talkgroup. 

 

 

Deleted: LTAC8E 
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3. Operational Context 

 

The LTAC and SIU talkgroups are a system wide resource to facilitate communications 

between law branch agencies including, but not limited to, Special Investigative Units that 

typically do not communicate with each other on a regular basis. 

 

4. Recommended Protocol/ Standard 

 

LTAC1 through LTAC4 TALKGROUPS 

TG Requirements For Whom? 

Required All Law Enforcement Users & PSAP 

Recommended  

Optional  

Not Allowed Non-law Enforcement 

Site Access System Wide – All Sites 

 

Cross Patch Standard YES / NO To TalkGroups 

Soft Patch Optional As Needed 

Hard Patch No  

 

LTAC5E through LTAC10E TALKGROUPS 

TG Requirements For Whom? 

Required All Law Enforcement users with Encrypted 

Radios 

Recommended All Law Enforcement PSAPs 

Optional  

Not Allowed All others 

 

Cross Patch Standard YES / NO To TalkGroups 

Soft Patch Optional Encrypted TGs only 

Hard Patch No  

 

SIU1E through SIU4E TALKGROUPS 

TG Requirements For Whom? 

Required  

Recommended SIU communications, i.e. Gang, Drug, Swat task 

forces 

Optional  

Not Allowed All others 

 

Cross Patch Standard YES / NO To TalkGroups 

Soft Patch No  

Hard Patch No  

 

The StatusBoard application will be used to manage the law enforcement pool talkgroup 

resources. 
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Console Resource Requirements and Patching 

Integrated law enforcement ARMER dispatch consoles (Gold Elite, MCC7500, etc.) shall 

have LTAC1 through LTAC4 in their configuration, available for patching. If the patched 

talkgroups have different "home zones," multiple repeaters will be assigned, impacting 

system loading.  Therefore, extended duration patching of statewide interoperability 

talkgroups to other talkgroups should be avoided.  Users should transition to the statewide 

talkgroup as soon as it can be done safely, and the patch should be terminated.  LTACs 

should not be patched to other statewide interoperability talkgroups.  In order to meet the 

communications needs for an event, the LTAC talkgroups may be patched to: 

 

• Conventional RF resources, such as VHF, UHF, etc. 

• Private agency talkgroups, such as dispatch mains, tactical talkgroups, pools, etc. 

• Patches between the LTAC talkgroups and regional TACs, although this would not be 
preferred as a method of resolving communications needs, because it reduces the number 

of talkgroups available for an incident. 

 

LTAC5E through LTAC10E can optionally be programmed in law enforcement dispatch 

consoles but may not be patched to unencrypted ARMER talkgroups. 

 

SIU talkgroups may not be programmed in dispatch consoles or any ARMER resource. 

When using SIU1E through SIU4E, incident command will provide radios for other non-SIU 

entities assisting, such as patrol officers, dispatchers, etc. 

 

None of the SIU and LTAC-E talkgroups shall be part of any multi-group. 

 

All radios using LTAC5E through LTAC10E and SIU1E through SIU4E must use the state 

assigned Data Encryption Standard (DES) encryption keys. The Minnesota Department of 

Transportation (MnDOT) System Administrator will be responsible for managing and 

periodically updating the statewide encryption keys. 

 

It is highly recommended that SIU radio users program a sufficient quantity of SIU and LTAC-

E talkgroups into their subscriber radios to meet interagency communications needs, starting 

with LTAC5E.  

 

Dual Naming 

Existing LETAC-1 through LETAC-4 talkgroups are renamed LTAC5E through LTAC10E. 

Existing LESIU-1 through LESIU-4 are renamed SIU1E through SIU4E.  Dual names will be 

added to PSAP consoles and used for the renamed talkgroups and will remain in place until 

June 26, 2015, or until all affected ARMER radios have been reprogrammed. The old name 

will be primary until June 26, 2014, then secondary until June 26, 2015. Dual naming will be 

removed from PSAP consoles on June 26, 2015. 
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5. Recommended Procedure 

 

The usage of LTAC1 through LTAC4 for PREPLANNED NON-EMERGENCY 

interoperability events should be LTAC4 through LTAC1, in that order.  

 

The usage of LTAC1 through LTAC4 for UNPLANNED EMERGENCY incidents should 

be LTAC1 through LTAC4, in that order. 

 

LTAC5E through LTAC10E may be patched ONLY TO OTHER ENCRYPTED 

TALKGROUPS during PREPLANNED NON-EMERGENCY interoperability events and 

UNPLANNED EMERGENCY incidents. 

 

SIU1E through SIU4E may only be used directly and not be patched to other resources to 

meet the communications needs of an event or incident.  

 

The dispatch center will use the StatusBoard application to identify use of the LTAC and SIU 

resources. 

 

When an SIU resource is needed, any SIU agency may contact an appropriate 800 MHz 

dispatch center, capable of assigning SIU resources, to have the next preferred available SIU 

assigned and recorded on the StatusBoard.  There must be an agreement between the SIU 

agency and the dispatch center to provide this service. 

 

At the end of the event, the 800MHz assigning dispatch center must clear the status, so the other 

dispatchers will know this resource is available for use. 

 

6. Management 

 

The PSAP managers for agencies on the statewide 800 MHz radio system shall ensure that 

there is a procedure for assigning LTAC and SIU talkgroups.  

 

The MnDOT System Administrator shall be responsible for the StatusBoard application. 

 

Dispatch center operators shall receive initial and continuing training on the use of this 

procedure. 

 

Responsibility for monitoring performance and for modifying this procedure shall be a 

function of the agencies using this resource. 
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7/28/2016 

 

ARMER Operations and Technical Committee  

Chair Joe Glaccum 

4501 68th Avenue North 

Brooklyn Center, MN 55429 

 

Dear Chair Glaccum, 

 

In the June meeting of the OTC I was directed to research congestion on statewide encryption 

talkgroups and provide recommendations from frequent users of these talkgroups.  

 

My report to the OTC committee follows.  

 

Background: 

 

In 2016 various ARMER administrators and dispatchers using the StatusBoard application 

began noticing congestion on the four statewide encrypted LTAC talkgroups (LTAC5-E – 

LTAC8-E). It was noted that all four of these talkgroups were frequently either in use or 

reserved. Hennepin County researched the congestion and determined that a majority of the 

traffic was from metro users. The metro Technical and Operations Committee (TOC) is 

currently using the change management process to look at adding at least two metro encrypted 

talkgroups. Because the nature of these operations often go outside of regional boundaries or 

involve staff from other regions, the TOC change management request also suggested adding 

more statewide talkgroups. 

 

Research: 

 

I first reached out to Bureau of Criminal Apprehension (BCA) agent Lance Lehman. Agent 

Lehman is responsible for many radio related matters at the BCA and is very familiar with the 

agency’s radio protocols and challenges. We spoke by telephone on 6/16/2016. 

 

Agent Lehman confirmed that encrypted LTAC congestion has been a challenge for the BCA and 

that something should be done to correct this problem. Agent Lehman agreed that adding some 

metro regional encrypted talkgroups should help the problem.  
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During our conversation we envisioned the following additional statewide solutions: 

 

1) Add 2 to 4 new LTAC encrypted talkgroups  

o Pros: More capacity 

o Cons: Requires all encrypted law radios and console sites to be re-programmed. 

2) Change SIU talkgroups from “taskforce only” to all law users, and allow these talkgroups 

in consoles 

o Pros: More capacity without a programming change, and SIU talkgroups could 

now be logged 

o Cons: Loss of taskforce only statewide communications. Non-taskforce radios will 

need to be re-programmed. 

3) Change all regional encrypted talkgroups to statewide access 

o Pros: More capacity, without a programming change for BCA radios. 

o Cons: Loss of regional encrypted talkgroups. Some regions may allow their 

encrypted talkgroups in non-law enforcement radios. Non BCA radios will need 

to have the other regional encrypted talkgroups added. 

 

Agent Lehman favored the first statewide solution. Agent Lehman suggested I contact BCA 

agent Brad Marquart for further input. Agent Marquart is the coordinator for the various law 

enforcement taskgroups around the state. 

 

Agent Marquart agreed that there is a capacity problem on the LTAC encrypted talkgroups. 

Agent Marquart forwarded my email to the regional taskgroup commanders soliciting input on 

suggested changes.  I received six replies. The consensus from the taskgroup commanders was 

to add more LTAC talkgroups, and that additional metro encrypted regional talkgrops will be 

beneficial in lightening load on the statewide talkgroups. 

 

I later discussed the research results with Hennepin County Radio Manager John Gunderson. 

Mr. Gunderson offered a fourth compromise option: 

 

4) Keep SIU 1 and 2 under current restrictions. Change SIU 3 and SIU4 to LTAC9-E and 

LTAC10-E. A report could be generated to show SIU talkgroup usage.  If SIU 3 and 4 are 

infrequently used, this solution would provide more capacity and maintain taskforce 

only options. An immediate re-program would not be needed in taskforce radios. LTAC9-

E and LTAC10-E would need to be added to law enforcement patrol radios. 

 

Conclusion: 

 

I believe any of the four above options would be classified as a major change. It is my 

recommendation that OTC moves this matter forward into change management, using the four 

above options for consideration during the study.  
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Next Steps: 

 

After conferring with SWIC Jim Stromberg, the following next steps are anticipated: 

1) MnDOT Technical Review 

2) Review by Interop Committee (IOC) 

a. Acceptance as a major or minor change 

b. Decision on focus group 

c. ECN report 

d. Facilitator report from focus group 

e. MnDot report 

f. Regional concurrence 

g. IOC official approval 

3) Review by System Administrators (SMG meeting?) 

4) Regional input 

5) Finance review 

6) Back to OTC for final vote 

 

Respectfully Submitted, 

 

 

Nathan Timm 

Radio Manager 

Washington County Sheriff’s Office  

 

An example of Status Board encrypted LTAC congestion taken at the time this report was 

completed (7/28/16 9am): 

 



Monthly Project Summary 
 

James Stromberg 
ARMER Program Manager & Statewide Interoperability Coordinator 

 

 

Date September 12, 2016 Committee Priority IOC 
Project Border State Interoperability Assessment 

Progress 
1st Quarter 2nd Quarter 3rd Quarter 4th Quarter 

On Track On Track Delayed  
 
Summary 
The project objective is to identify the assorted ways Minnesota public safety agencies working near state 
borders interoperate with the neighboring state or province.  The key steps are: 

• Create tracking tools (spreadsheet and map) 
• Collect and collate the current data 
• Critique the data 
• Identify best practices 
• Publish best practices 

 
Current Status 

• A spreadsheet for tracking data was created 
• Calls and site visits to individual entities necessary 
• A map for visualizing the data is was produced by the GIS office and is attached 

 
Challenges 

• Finding time to do the necessary follow ups 
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For more information about the ARMER program please contact
the State Interoperability Coordinator, Jim Stromberg (James.Stromberg@state.mn.us or 651-201-7557).

Interop Category Descriptions
A -- Control Station programmed with neighbor's local channels is located in Minnesota county's PSAP and the Minnesota PSAP controls the patch
B -- Control Station programmed with ARMER talkgroups is located in the neighbor's PSAP and the neighboring PSAP controls the patch
C -- Neighboring jurisdictions selects a VHF resource available on Minnesota's VHF overlay and a Minnesota PSAP controls the patch to ARMER
D -- Neighboring jurisdiction and Minnesota jurisdiction share common talkgroups/channels and interoperability is not dispatch dependent
E -- Shared, interstate PSAP
F -- No interoperability with neighboring jurisdiction

DRAFT
As of 8/4/2016

Minnesota Border County
ARMER Interoperability

Interop Category
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Date September 12, 2016 Committee Priority IOC 

Project COMU Program Direction and Plan 

Progress 
1st Quarter 2nd Quarter 3rd Quarter 4th Quarter 

On Track On Track On Track  
 
Summary 
The project objective is to consider options and identify an objective and strategic plan for Minnesota’s 
COMU program.  
 
The key steps are: 

• Establish a working group of key persons from all regions of the state 
• To establish a timeline for this project 
• For the working group to meet and agree on key, shared objectives for the COMU program 
• Seek IOC’s endorsement of workgroups outcomes 
• To memorialize the key, shared objectives into a state standard 
• Establish a plan of action 

 
Current Status 

• Workgroup identified and monthly calls are happening 
• Department of Homeland Security Office of Emergency Communications engaged in the discussion 
• Three COMU discussions at the Interop Conference yielded in much feedback 
• COMU Purpose Statement drafted and approved by Interop Cmte 
• Drafting a “Functional Strategy” document 
• Met with HSEM regarding overlapping responsibilities 
• Met with MN Duty Officer regarding deployment of COMU personnel and am updating list 

 
Challenges 

•  
 
 



Monthly Project Summary 
 

James Stromberg 
ARMER Program Manager & Statewide Interoperability Coordinator 

 
Date September 12, 2016 Committee Priority IOC 

Project COMU Program Training and Exercising 

Progress 
1st Quarter 2nd Quarter 3rd Quarter 4th Quarter 

On Track On Track On Track  
 
Summary 
The project objective is to consider different options to for COMU training and exercising. 
 
The key steps are: 

• Establish a working group of key persons from all regions of the state 
• Contemplate and evaluate different training and exercising options 
• Create models for different training and exercising options 
• Seek endorsement of workgroups outcomes by IOC 
• Memorialize the plan 
• Create process to implement new models 

 
Current Status 

• See the COMU Program Direction and Plan Project Summary 
 
Challenges 

•  
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James Stromberg 
ARMER Program Manager & Statewide Interoperability Coordinator 

 
Date September 06, 2016 Committee Priority OTC & IOC 

Project Strategic Reserve Equipment Review 

Progress 
1st Quarter 2nd Quarter 3rd Quarter 4th Quarter 

On Track On Track Delayed  
 
Summary 
The project objective is to review the current practices associated with the strategic reserve equipment and to 
explore ways to enhance the usability and availability of the equipment. 
 
The key steps are: 

• Identify and catalogue all Strategic Technology Reserve equipment 
• Identify custodians of STR equipment 
• Identify current practices in place to exercise and test equipment 
• Evaluate current practices and explore new ways to ensure equipment is ready 
• Identify working group to review Standards and to consider updates 
• Encourage use of equipment through training and exercises 

 
Current Status 

• SharePoint tool developed to track all STR equipment, custodians, and reviews. 
• Collection of regional standards underway 

 
Challenges 

• Finding time for site visits has hampered my progress.  I am trying to combine this process with other 
trips so progress depends on whether I need to visit a region or not. 
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James Stromberg 
ARMER Program Manager & Statewide Interoperability Coordinator 

 
Date September 6, 2016 Committee Priority IOC & OTC 

Project Website Updates of ARMER and Interop Pages 

Progress 
1st Quarter 2nd Quarter 3rd Quarter 4th Quarter 

On Track Delay On Track  
 
Summary 
The objectives of this project are: 

• to define a clean, efficient look and feel for the ECN website so that information is plainly presented 
and easy to find 

• to provide guidelines and a roadmap for refinement of other ECN webpages 
• to reorganize and clean up the ARMER pages of the ECN website 
• to reorganize and clean up the Interoperability pages of the ECN website 

 
The key steps are: 

• Take inventory of the current ECN website, in its entirety 
• Work with DPS Communications to create a plan of action 
• Identify and implement global site changes necessary to ensure uniformity 
• Identify and implement changes specific to the ARMER and Interoperability pages 
• Add content to the new ARMER and Interoperability pages and seek approval for publishing 
• Publish the update pages 

 
Current Status 

• DPS Communications is engaged and is meeting with me regularly to implement suggested changes.   
 
Challenges 

• ECN staff does not have authority to change page architecture, only content.  Look and feel changes, 
page additions and deletions, and webparts (e.g. automatic lists) may only be done by DPS 
Communications staff. 
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